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STATE OF WASHINGTON
DEPARTMENT OF INFORMATION SERVICES
Olympia, Washington 98504-2445

December 9, 1996

The Honorable Mike Lowry, Governor
Dear Governor:

On behalf of the Governor’'s Work Group on Commercial Access to Government Electronic
Records, | am pleased to present to you our final rejpofthe Balance: Toward a Model for Public
Stewardship of Electronic Government RecoAssthe name suggests, the purpose of this report is
to provide background, analysis and a balanced framework for a consistent statewide approach td
commercial access to electronic government records.

On March 31, 1996, you called on members of your Executive Cabinet, together with members
of the Legislature, to examine current practices and policies with a view to bringing consistency tg
the circumstances under which the state releases government records for commercial or business
purposes. In your veto messages on House Bills 2790 and 2604 that created the Work Group, you
were particularly concerned with safeguarding personally identifiable information and public
stewardship — that is, deriving public benefit from the use of the state’s information resources.

Those concerns have been borne out repeatedly during the Work Group’s brief tenure.
In a world driven by the relentless advancement of technology, where digital information now
“commingles effortlessly,” some have suggested that people have become numbed to the use of
their personal information given over to the government. Citizens have told us that is not true. Their
message is clear — they do not want information that the government collects about them used tg
monitor their behavior or intrude into their everyday lives.

We believe the recommendations for administrative and legislative action contained herein
strike the correct balance between the citizens’ expectations of safeguards of their personally
identifiable information, the stewardship responsibilities of government and a defined sphere of
legitimate business purposes. We trust that our findings will be useful to both the executive and
legislative branches — and serve the best interests of the public in the emerging digital environment.

Sincerely,

Steve E. Kolodne
Chair, Governor’s Work Group on
Commercial Access to Government Electronic Records
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Executive Summary

Public Policy Framework and
Recommendations

l. Introduction:
A Fundamental Shift

The constant evolution of technology presents
a challenge for state agencies responsible for main-
taining and releasing public records. Digital tech-
nologies create a fundamental change in the nature
of records themselves, serving to expand the mar-
ket for information, and increase the demand for
government records in electronic format for a wide
range of commercial purposes.

Some of the most valuable records include
personally identifiable information about citizens,
such as names, addresses and Social Security num-
bers. Commercial use of personally identifiable in-
formation contained in electronic public records
raises new concerns about citizens’ privacy in an
electronic era.

The issues associated with the emerging on-
line environment and the malleability of digital
records came to a head when Governor Mike Lowry
vetoed two bills passed by the 1996 Legislature.
In his veto messages, the Governor announced the
creation of a joint executive-legislative work group.
That group, the Governor’s Work Group on Com-
mercial Access to Government Electronic Records,
was to examine how government should manage
records in the emerging electronic environment
in a way that balances proper public stewardship,
legitimate business use and safeguards for per-
sonally identifiable information.

In response, the Work Group is recommend-
ing enhanced protections for the privacy of the
subjects of government records, guidelines for de-
termining which commercial uses of public records
should be prohibited, and protection for the pub-
lic investment in information systems and soft-

ware. As detailed below, the Work Group is asking
the Legislature to delineate between legitimate
business use and unauthorized commercial use,
provide disincentives against inappropriate com-
mercial use of electronic records, and allow agen-
cies to recover a reasonable share of the cost of
providing enhanced electronic access to these
records.

[l. Context

Government often serves a thermostatic func-
tion, balancing any number of competing, legiti-
mate interests. The primary function of a thermostat
is to maintain equilibrium in a changing environ-
ment. In essence, that was also the task given this
Work Group by the Governor in March 1996. The
changes of greatest interest here are threefold. First,
digital technology brings with it a fundamental
shift in records management (in both the public
and private sectors) because once-discrete records
can be “commingled effortlessly.” Second, the re-
lationship between the public and private sectors
is changing as government increasingly relies on
the private sector to further public missions on its
behalf. Third, the apparent implications of the tech-
nological and organizational changes have not
been lost on the public. While some pundits sug-
gest an eventual erosion in public expectations
about privacy in the digital age, the overwhelm-
ing response in public comment to the Work Group
is that government must take measures to safe-
guard personally identifiable information in the
new networked environment.

The Work Group sought to address these
changes by developing a framework for the stew-
ardship of electronic government records that bal-
ances the needs of the public, the government and
business interests. The Work Group endeavored to
stay focused on issues related to commercial ac-
cess. To do otherwise would have been a disser

! Nicholas Negroponte, Being
Digital, New York, Albert A.
Knoff, 1995:18.
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vice to the wider concerns on which it touched
and the people who have dedicated much time,
attention and thought to them.

The Work Group seeks to reinforce the spirit
of the Open Records Act by updating the letter of
some its provisions. The rise of digital technolo-
gies has made it necessary to refresh how the law
works in some narrow, specific areas where, in the
Work Group’s view, its provisions do not lend them-
selves to a digital, networked environment.

To be clear in establishing the context for the
discussion and recommendations that follow, the
Governor stated at the outset that “the work group
will not consider media access to government
records in electronic format as a commercial use
when such access is being requested for reporting
purposes.” For the purposes of the Work Group,
newsgathering is analogous to public access and
is not addressed directly by the current study.

I11. Policy Framework

The Work Group’s proposals are anchored in
the 10 principles articulated here as a policy frame-
work within which decisions concerning commer-
cial access to government electronic records should
be made.

Principle 1

Digital technology changes the nature of pub-
lic records themselves, bringing with it the pros-
pect for greater governmental efficiencies and the
need for additional safeguards to protect person-
ally identifiable information.

Principle 2

Public records are a public trust. The owner-
ship of those records should not be transferred to
other parties. The universe of public records sub-
ject to disclosure is defined by statute.

Principle 3

The highest public benefit from public records
is when they are used to further a public mission.
The public-benefit test of remaining within their
“original orbit” — that is, use that advances an
agency’s public mission — is useful in determin-
ing legitimate governmental or business uses of
information.

Principle 4

Government has a duty to safeguard the per-
sonally identifiable information of ordinary citi-
zens from abuse. The duty extends to the
notification of individuals of the procedures in
place for the inspection of information held about
them.

Principle 5

Policies to safeguard personally identifiable
information must balance business and govern-
ment needs for access to information with an
individual’s expectations of privacy.

Principle 6

Government should not restrict access to in-
formation about the performance of public insti-
tutions or about public policy.

Principle 7

The public should not have to pay to inspect
information collected by government at taxpayer
expense.

Principle 8

Financial disincentives should not be used to
restrict access to government information.
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Principle 9

Cost recovery for commercial access should
be based on providing enhanced access, not the
“selling” of public records.

Principle 10

Agencies should not be required to provide
enhanced electronic delivery of information for
commercial or business purposes unless they can
charge fees to recover a reasonable portion of the
costs of developing and maintaining information
systems.

The 10 principles informed the group’s delib-
erations and shaped the resulting themes, find-
ings and recommendations.

IV. Major Themes

The Work Group’s findings are best under-
stood in the context of three major themes:

Legitimate Business Uses vs.
Prohibited Commercial Uses

There is a legitimate public interest in certain
business uses of government records that further
a public mission and improve decision making in
both the public and private sectors.

Safeguards on Personally
Identifiable Information

It is the stewardship responsibility of those
entrusted with personally identifiable information
to safeguard it from abuse. Safeguards are inef-
fective without clearly articulated penalties which
should include both financial disincentives and
the loss of access to government records.

Public Stewardship

Government records and the systems and soft-
ware that maintain them in electronic form repre-
sent a significant public investment which should
be managed accordingly. Government adds value
to the records it collects by perfecting data through
continual updates, indexing and other measures.
Taxpayer subsidies of commercial access should
redirected to support public access and infrastruc-
ture refurbishment.

There is a dynamic tension between some el-
ements of these themes which the Work Group
has sought to balance.

V: Findings and
Recommendations

Legitimate Business Uses vs.
Prohibited Commercial Uses

In assessing the circumstances under which
government records in electronic format should
be released for commercial, profit-making pur-
poses, the Work Group examined practices and
policies in other jurisdictions, surveyed state agen-
cies and local governments? in Washington State
and consulted with a number of interested parties
and area experts.

The Work Group took testimony from legal
counsel for The Seattle Times on behalf of the larger
newspaper industry, legal counsel for an industry
and creative group representing the emerging new
media, and representatives of the commercial in-
formation reselling sector — Commercial Informa-
tion Systems (CIS), Inc., The Polk Company and
Automated Systems Inc.2 The testimony of the
resellers was supported by written submissions
from 28 companies that rely on resellers to con-
duct business and comply with legal or regulatory
requirements.*

2 ocal government was repre-
sented by the Association of
Washington Cities and the Wash-
ington Association of County
Officials.

3 See Appendix A.
4 See Appendix B.

[ ] 7 (I ]
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Information required to meet regulatory re-
quirements or conduct business in a safe and legal
manner is defined by the Work Group as “legiti-
mate business use.” The Work Group believes such
business purposes should be delineated in statute
from commercial purposes, which are defined as
commercial contact for profit-making purposes.

Findings:

e Many companies rely on a third party to cor-
roborate information given to them by appli-
cants and customers in the legitimate conduct
of their business.

e Such verification is often needed to comply
with government regulations.

e Government records are used to verify certain
information in order to conduct business in a
legal and responsible manner.

e Government has a duty to release the infor-
mation needed to comply with obligations it
imposes on the private sector.

e Permissible business use should meet a test of
demonstrable public benefit.

e The use of government records for “legitimate
business purposes” needs to be distinguished
from “commercial purposes” as used in the
Open Records Act.

e Current restrictions on “commercial use” —
defined by the Attorney General as direct con-
tact for profit-making purposes — should be
maintained.

Recommendations:

Statutory Definitions of Business
and Commercial Purposes

The Work Group recommends that the Legis-
lature distinguish in statute between com-
mercial and business purposes. Such a
distinction would allow legitimate business
use of government records to further a pub-
lic purpose while maintaining restrictions on
secondary use that provides no public ben-
efit.

The Work Group’s recommendations concern-
ing the circumstances under which government
records in electronic format should be released for
business or commercial purposes are discussed fully
in Chapter 3.

Safeguards on Personally
Identifiable Information

The Work Group sought public comment on
its work and the issues before it. With few excep-
tions, the public comment focused on safeguard-
ing personally identifiable information in a
networked digital environment. It was apparent
that the concerns of citizens were being informed
by a wider set of developments — that is, revela-
tions about the impact of advanced information
technologies on their lives and their privacy. In
the seven months since the Governor announced
the creation of the Work Group, a steady series of
over 100 news stories has illustrated the ever-in-
creasing scope of the issues identified in the veto
messages.

To further explore concerns regarding per-
sonally identifiable information, the Work Group
brought representatives of the commercial resellers
together with privacy experts and advocates. Build-
ing on the previous testimony from parties named
above, the Legislative Director of the American
Civil Liberties Union (ACLU) of Washington and a
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member of the Public Information Access Policy
Task Force added to the Work Group’s understand-
ing of the privacy concerns associated with com-
mercial access to digital records. Dr. Ann
Cavoukian, author of Who Knows: Safeguarding
Your Privacy in a Networked World, joined the
Work Group via a videoconference to discuss —
among other things — privacy protection as a com-
petitive advantage in the private sector.

Findings:

e The Open Records Act provides that all public
information, including personally identifiable
information, is subject to disclosure unless
specifically exempted.

e The Open Records Act is silent on sanctions
against improper initial release of public
records — and on misuse related to secondary
use.

e The public expects government to safeguard
its personally identifiable information from
inappropriate use.

e  Privacy protection can be a competitive ad-
vantage in the private sector.

e  Private-sector industry groups have responded
to public concern by introducing voluntary
codes of practice to protect privacy.

e The collection of personally identifiable in-
formation should be limited to that which is
necessary to fulfill legislative mandates of re-
spective agencies.

e Any public records released for business pur-
poses should be limited to targeted use within
their original orbit — that is, use that furthers
a public purpose.

e Contractual obligations with information
resellers can increase accountability for un-
authorized use.

e Loss of access may be a more effective disin-
centive than monetary penalties alone.

e Flexibility in the handling of personally iden-
tifiable information to meet a variety of ac-
cess circumstances should be a basic and
ubiquitous requirement for new-systems de-
sign and for major system upgrades.

e Beyond issues related to personally identifi-
able information, proprietary business infor-
mation provided to government as a condition
of license or reporting requirement is treated
unevenly from agency to agency. Such infor-
mation may be exempt from disclosure under
statute at one agency but open to disclosure
at another, leaving the business at a potential
competitive disadvantage.

Recommendations:

Public Notice

The Work Group recommends that agencies
post and/or publish public notice that the in-
formation gathered is subject to disclosure
for those purposes allowed in statute. The
agency-specific public notice should reflect
the common uses of such records. The public
notice should also provide information about
the procedures in place for the inspection by
individuals of information held about them,
pursuant to RCW 43.105.310.

Statutory Definitions

To better reflect the realities of the digital
environment, the Work Group recommends
that the Legislature clarify the language in
the Open
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Records Act by amending RCW 42.17.260(9)
from “list of individuals” to “personally iden-
tifiable information.”

The Work Group further asks the Legislature
to provide additional guidance to state agen-
cies by adding a definition in the Open
Records Act of inappropriate commercial use
of personally identifiable information.

Disincentives

The Work Group recommends that the Legis-
lature authorize disincentives to abuse of in-
formation contained in records released under
the Open Records Act. The Work Group be-
lieves the best alternative is in practical rem-
edies that safeguard personally identifiable
information — rather than the criminalization
of unauthorized use.

To that end, the Work Group recommends
that the Legislature include provisions that
permit agencies to detect unauthorized use.
Commonly referred to as “salting” or the use
of “tracers,” the practice should be supported
by an audit provision.

The Work Group further recommends that
penalties for abuse be clearly articulated in
statute and in contracts with private-sector
resellers (or other such vendors). The penal-
ties favored by the Work Group are monetary
penalties (on a per-record basis) and, more
importantly, the loss of access in cases of de-
monstrable abuse.

Governor’s Directive

The Work Group asks the Governor to issue
an Executive Order that instructs state agen-
cies to adhere to a model contract for the
release of information for commercial pur-
poses. Such a contract will specify the spe-
cific business purposes for which the released
records could be used, the necessary safe-
guards for personally identifiable informa-
tion (salting and auditing) and the penalties
for their unauthorized use.

The model contract between a public entity
(agency) and a contractor (private-sector reseller

or vendor) should be characterized by the follow-
ing:

o specific contractual limitations on acceptable
use, consistent with a record’s “original orbit”
and a public purpose.

o specific contractual requirements to safeguard
personally identifiable information, including
the contractor’s adherence to current or
amended provisions.

o specific contractual requirement for the con-
tractor to obtain prior written approval for
any use outside of those specified in contact.

o specific contractual provision that no person-
ally identifiable information furnished by the
public entity to the contractor be published
by the contractor in any manner, or be used
for unsolicited commercial contact.

e specific contractual provisions under which
the contractor assumes responsibility to en-
sure that any personally identifiable informa-
tion under contract is used only for the
specified purpose.

o specific contractual provisions under which
the contractor agrees to “salting” and audit-
ing provisions to detect abuse of personally
identifiable information contained in public
records.

o specific clauses that prevent contract assign-
ment and deny the creation of proprietary
rights to the information by the contractor.

o specific contractual language that establishes
broad grounds for contract cancellation by the
public entity.

e specific contractual language that permits
unrestricted remedies on the part of the pub-
lic entity, including but not limited to loss of
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access and financial penalties (on a per-record
basis).

e specific contractual language that establishes
a security deposit against which financial
penalties will be drawn.

Proprietary Business Information

Fully one third of the exemptions of the Open
Records Act address the commercial sector. Fol-
lowing on the Work Group’s efforts to develop a
framework for the consistent handling of person-
ally identifiable information in areas related to
commercial access, the group also encourages the
Legislature to bring uniformity to the handling of
proprietary business information.

The Work Group recommends that state law
and practices concerning the disclosure of
proprietary business information be made
more consistent across agencies. Businesses
should not be placed at a competitive disad-
vantage due to uneven disclosure provisions
associated with state regulation and report-
ing requirements.

The Work Group’s recommendations concern-
ing safeguards for personally identifiable infor-
mation and disincentives for abuse of such
information are discussed fully in Chapter 4.

Public Stewardship

In the view of the Work Group, taxpayers
should not subsidize profit-making activities.
Therefore, agencies should be able to charge fees
for enhanced electronic commercial access to re-
cover a reasonable portion of the costs of devel-
oping and maintaining information systems.

The Work Group held a wide-ranging discus-
sion of cost recovery mechanisms with the assis-
tance of representatives of CIS and Polk, together
with John Doktor from The Public Sector Market-
ing Group, Inc. and Dr. Mark Haselkorn, Chair of

Technical Communications in the College of En-
gineering at the University of Washington.

Findings:
¢ government must be deliberate in developing

a model for cost recovery that provides for
sharing risks and sharing rewards.

e government is not a passive holder of infor-
mation, but a development environment which
adds value to the information that is ultimately
of commercial or business interest.

e repurposing of government records by busi-
ness or commercial interests must be consis-
tent with a legitimate public purpose.

e providing low- or no-cost access to commer-
cial enterprises would effectively provide a
substantial and largely invisible taxpayer sub-
sidy of those enterprises — even where most
taxpayers will not use the electronic services
and thus receive no offsetting public benefit.

e the marginal costs to business of enhanced
electronic access to government records of-
ten reduce the cost of doing business for pri-
vate-sector enterprises.

[ ] 11 (I ]
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e public-private partnerships, where the value
added by both partners is recognized, may be
an effective means to recoup taxpayer cost
which would otherwise be provided as subsi-
dies to commercial enterprises.

e the Open Records Act does not distinguish
between public records and the software that
creates and maintains them in a digital envi-
ronment. In the absence of any protections
for the significant public investment in pro-
prietary software, the state faces difficulties
in ensuring the future availability, enhance-
ment and refurbishment of these systems.

Recommendations:

Public-Private Partnerships

The Work Group urges the Legislature to pro-
tect, promote and maintain the significant
taxpayer investment in the collection of pub-
lic records and the infrastructure that sup-
ports them.

The Work Group urges the Legislature to en-
courage public-private sector cooperation in
ways that further the public mission of the
state, maintain and enhance public access to
public information, and maintain equal com-
mercial access for all businesses and resellers.

The Work Group recommends that any fee or
pricing schedule for commercial access be
based on allocating costs related to provid-
ing enhanced electronic access — not the ‘sell-
ing’ of public records.

The Work Group believes any future legisla-
tion concerning commercial access to gov-
ernment records should be characterized by
the following:

e contracts with private sector vendor or part-
ner be non-exclusive and short-term.

o ownership of the unique, authoritative records
remain with the public entity.

e revenues from enhanced business access
should be redirected to the support of public
access systems and infrastructure refurbish-
ment.

Software Exemption

The Work Group’s primary focus was
government’s role in the stewardship of records in
the digital environment and the legitimate busi-
ness uses of government records that further a
public purpose. Such a discussion necessarily
touches on the digital environment itself — and
how the software that creates and maintains the
records is developed and refurbished.

State government spends millions of dollars
in the development of computer software that sup-
ports the public missions of its agencies. This pub-
lic investment is jeopardized because such software,
under current law, can be defined as a public record,
allowing private-sector companies to request copies
of the software at the cost of duplication without
contributing to its development costs.

The issue is further complicated in the case of
public-private partnerships, where a private-sec-
tor firm agrees to share the risks and rewards of
such a development project. The cost to the state
is typically reduced under such arrangements, in
exchange for a sharing of the intellectual property
rights derived from the project. The state would be
unable to provide sufficient protection of its part-
ners’ or its own rights to the software it develops
so long as the software itself is considered a pub-
lic record.

The Work Group recommends that Washing-
ton State make its policies regarding the de-
velopment of proprietary software consistent
with 22 other states with which it competes
for private partners. To that end, the Work
Group asks the Legislature to exempt soft-
ware from the definition of a public record.
In the Work Group’s view, such an exemp-
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tion should come with a caveat that makes
copies of such software available in perpe-
tuity for government purposes and public in-
spection of records (where allowed under
statute).

The Work Group’s recommendations concern-
ing public stewardship and subsidies are discussed
fully in Chapter 5.

[ ] 13 [ ]
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Overview and Charter

In 1972 the people of Washington State passed
a citizen initiative to establish the Open Records
Act. The Act provides broad access to government
records to ensure the public’s right to monitor
government activities. The Act also recognizes the
right of individuals to keep certain information
private by prohibiting access to information “that
is highly offensive to a reasonable person and of
no legitimate public concern.”

The intervening 24 years have seen the pro-
liferation of exemptions to the Act. These exemp-
tions, or authorizations, grew more frequent as
records became available electronically. As the very
nature of the records changed, so did the nature
of the requests for public information. Requests
for single or multiple records became requests for
entire databases which could be used in ways not
anticipated by the present law. The second and
third use of these records became an issue — as
did the sheer volume of records that were being
released.

The Work Group is a narrowly focused re-
sponse to a specific problem. On March 30, 1996,
Governor Mike Lowry came to the defense of the
Open Records Act by vetoing new bills passed by
the legislature that, in the Governor’s view, threat-
ened to further erode the Act’s provisions. In re-
sponse to “serious questions [raised by the bills]
that state policy now fails to answer,” the Gover-
nor convened a Work Group to review current state
practices and policies.

|. The Charter

The Governor gave the work group a care-
fully defined charter.

The charter of the Work Group is to recom-
mend whether and under what circumstances
government records in electronic format
should be released for commercial, profit-
making purposes, with particular emphasis

on safeguarding the privacy rights of indi-
viduals who are subject to those records.

Three questions that flow from the charter
defined the work of the group.

Question 1: How, and under what circum-
stances, should public records in electronic format
be released for business or commercial purposes?

Question 2: How can citizens be assured that
personal information about them will be safe-
guarded when public records in electronic format
are released for business or commercial purposes?

Question 3: If public records in electronic
format are to be released for business or commer-
cial purposes, how should the state allocate and
recover costs?

The chapters that follow provide the Work
Group’s answers to these questions.

The Governor convened this work group to
consider the limited question of the use of elec-
tronic government records for commercial pur-
poses.

Il. Background to the Work
Group’s Creation

The Work Group exists to carefully examine
a thorny thicket of important and compelling is-
sues:

How does government conduct business in
an emerging electronic environment in a way
that ensures proper public stewardship on one
hand and protection of personal privacy on
the other?

The issues associated with the emerging on-
line environment and the malleability of electronic
records came to a head earlier this year with two
bills introduced and passed by the 1996 Legisla-
ture. HB 2790 would have provided private com-

Chapter 1

[ ] 19 [ ]
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5 The full text of HB 2790 and the
Governor’s veto message is
provided in Appendix D.

6 The full text of HB 2604 and the
Governor’s veto message is
provided in Appendix E.

7 Public Information Access Policy
Task Force, Final Report and
Recommendations: Encouraging
Widespread Public Electronic
Access to Public Records and
Information Held by State and
Local Governments, December 1,
1995, p. 30.

©

Veto Message on HB 2604,
March 30, 1996.

9 RCW 43.105.270.
10 PIAPTF, Final Report, p. 16.
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panies on-line, machine-readable access to state-
agency computer files, only to have these compa-
nies sell that information back to the government
for a profit.> HB 2604 would have given commer-
cial parking companies electronic access to DOL
records to facilitate the collection of parking fees.®

The Governor’s vetoes also reflect what the
Public Information Access Policy Task Force iden-
tified as “the public’s concerns [that] may well
warrant an evaluation of current processes, proce-
dures, and laws related to public records — recog-
nizing that the balance between public access and
personal privacy is not fixed, but changes as tech-
nologies advance....”” In his veto message for HB
2604, the Governor wrote, “As state government
responds to emerging technologies, it is likely that
we will have to modify the way we control and
disburse the information we hold. However, in or-
der to protect the privacy of our citizens, we should
change our policies with great care and only after
the broadest possible debate.”

Issues related to public stewardship demand
that the state examine its current practices in this
area. The information technology (IT) that makes
electronic access possible, and the records such IT
systems hold, are public assets. As such, citizens
should not pay twice for access to information
they need to hold their government to account. At
the same time, early adopters of electronic access
to government information systems tend to be
commercial interests which use the information
for a profit-making purpose. As early adopters,
they enjoy a substantial (and invisible) taxpayer
subsidy of their enterprise while many citizens pay
for a system they do not use.

The issues before the work group were not
new but they cannot be ignored. The 1996 Legis-
lature dealt with eight bills and a budget proviso
that related to commercial access to government
records. There is every reason to believe that the

issues hefore the Work Group will be the subject
of legislation in the 1997 session and beyond.

There was some initial concern that the Work
Group is revisiting issues already addressed by the
Public Information Access Policy Task Force, the
final report of which was the basis of important
legislation concerning the enhancement of public
access to government records in the 1996 session.®

However, the Task Force conceded in its own
final report that it was unable to bring full closure
to a number of important issues. In fact, the Task
Force urged the Legislature to “consider and re-
solve privacy issues which may not be resolvable
within the current public records law.” Further, it
asked the Legislature to “clarify and resolve re-
maining cost, funding and fee issues.”® In many
ways, the Work Group was a response to those
requests for further research and clarification, and
fully supportive of the Task Force.

Rather than duplicate the work of the Task
Force, the Work Group sought to continue the vi-
tal public conversation that the Task Force began.
It is a conversation in which the Work Group in-
cluded the voices of individuals from across the
state, as well as organizations, educational insti-
tutions, privacy advocates and commercial inter-
ests. Supported by a site on the World Wide Web
and a dedicated e-mail address, the Work Group
sought public input regarding the important is-
sues before it. The Work Group was also able to
communicate directly with the public through
gavel-to-gavel television coverage of its delibera-
tions on TVW, Washington State’s Public Affairs
Network.



Final Report — Governor’s Work Group on Commercial Access to Government Electronic Records

The Current Landscape

Overview Of Federal And State
Policies And Practices

As a starting point, the Work Group set out
to examine the current landscape of policies and
practices in Washington State and elsewhere. The
results of its review follow.

Changes in technology and in the potential
commercial value of public records are creating
new challenges for policy makers in every state
and the federal government. All 50 states have in
recent years adjusted the definition of “public
record” to include electronic media. States are con-
fronted by the increasing commercial value of in-
formation, especially personal information that can
be used commercially in ways that compromise
citizens’ privacy. Another issue is whether access
fees for electronic information should be based
on the cost of providing the access, or on the
market value of the information.

|. Washington State Current
Practices Agency Survey

The Work Group conducted a survey of cur-
rent agency practices related to commercial re-
lease of public records. The results are summarized
below, based on an 80 percent response rate (41 of
51 agencies):

Holdings and Requests

«  Seventy-nine percent (79%) of reporting agen-
cies or jurisdictions collect, generate, or serve
as a steward for confidential proprietary in-
formation, intellectual properties, or commer-
cial information supplied by businesses or
individuals.

. Eighty-five percent (85%) of agencies have
received requests for data and/or systems for
commercial purposes.

« Sixty-eight percent (68%) have received re-
quests for litigation purposes.

Statutory Authority

«  Seventy-two percent (72%) reported that such
information was protected by a statutory ex-
emption from disclosure, or exemption result-
ing from case law.

o  Twelve percent (12%) of agencies reported they
had specific statutory authority to release lists
of personal information for commercial use.

Privacy

.  Twenty-five percent (25%) of respondents re-
ported that their agencies collected personal
information from citizens that is disclosable
for commercial purposes.

«  Fifty-six percent (56%) of respondents said
the state should place new limitations on the
commercial use of personal information or da-
tabases containing personal information in
state-controlled systems.

«  Only two agencies reported that they inform
citizens that the information may be used for
commercial purposes.

Cost Recovery

. Thirty-eight percent (38%) of agencies have
statutory authority to charge fees for cost re-
covery on a basis other than the incremental
cost of copying.

. Of those agencies authorized to recover costs
other than the incremental cost of providing
a copy, additional charges were most often
based on: 1) salaries, wages and benefits; 2)
downloading/extraction to distribution media;
3) data compilation and processing; 4) all iden-
tifiable administrative costs; and 5) costs con-
tracted out.

Chapter 2
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15 USCA. Sec. 552

12House Committee on Govern-
ment Operations. “A Citizen
Guide on Using the Freedom of
Information Act and the Privacy
Act of 1974 to Request Govern-
ment Records.” H.R. REP. No.
103-104, 103d Cong., 1st Sess. 9
(1993).

13 Legi-Tech v. Keiper, 766 F. 2d 728
(2d Cir. 1985).

14 Anneliese May. DRAFT: “Access to
Electronic Public Information: A
Summary of Current Trends.”
National Conference of State
Legislatures (NCSL), July 1996.
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Technology

«  Sixty percent (60%) of agencies have experi-
enced difficulty in responding to requests for
information that is stored electronically.

The Work Group has prepared a detailed sum-
mary of the survey results. It is published under a
separate cover.

[I. Policies to Recover Costs from
Commercial Use of Public
Records in Other Jurisdictions

Qualifying Users

The federal government and certain states
have policies based on the identity of the requester
of the information, or the intended use of the in-
formation. In some cases, these policies are de-
signed to protect citizen privacy from intrusive
commercial uses of public records, such as direct
marketing (see Section Il below). In other cases,
the policies are to make commercial users pay more
for access to public records than other requesters,
on the grounds that the public resource of infor-
mation should not be used to subsidize businesses,
or simply to retain for the public some of the com-
mercial value of the information.

The federal Freedom of Information Act
(FOIA) establishes a fee schedule that distin-
guishes between the media, educators and research-
ers (who pay the cost of duplication only) and
commercial requesters (who pay additional search
and review fees).’? These provisions have not been
challenged. However, at least one court has sug-
gested that because commercial/non-commercial
distinctions work to limit access to public data to
commercial vendors, they raise potential First
Amendment concerns.!3

A recent survey by the National Conference
of State Legislatures (NCSL)* found a number of
states are using this type of fee schedule to raise

revenue from commercial requests for electronic
information. According to NCSL, seven states cur-
rently make such a distinction between commer-
cial and non-commercial requests (Arizona, Idaho,
Indiana, Kentucky, Minnesota, Oklahoma and Ten-
nessee).

Another approach taken by many states is to
withhold valuable software and databases from
commercial users, often by removing “software”
from the definition of public record, or by allow-
ing agencies to copyright software they have de-
veloped with public funds. According to NCSL, 20
states have statutory provisions that exempt soft-
ware in some way, and the attorneys general of
Michigan, Mississippi and Nevada have issued
opinions exempting government-developed soft-
ware. Kentucky and certain local governments in
North Carolina have laws allowing them to with-
hold public geographic information systems from
commercial requesters. On the other hand, Alaska
and Kentucky specifically include software in their
statutory definition of “public record.”

In some cases, the distinction is used to give
lower-cost access to public information that is to
be used for a public purpose such as research or
education. Alaska, for example, allows a fee for
electronic services or products to be waived if the
service or product is to be used for a public pur-
pose such as research or education.

Other states have a policy of prohibiting higher
fees for commercial users. Some opponents to dif-
ferential fees for commercial users argue that com-
mercial users, as taxpaying members of the public,
are already entitled to public information. Another
argument against this practice is that it is difficult
to verify the identify of a requester and that it can
potentially be abused and have a chilling effect
on public access. North Carolina and Ohio statutes
specifically prohibit inquiry into a requester’s in-
tended use of public information.
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Enhanced Access: Cost Recovery
Trends in Access to Electronic Public
Records

A growing number of states are basing cost-
recovery fee schedules on a distinction based on
type of service as opposed to type of requester or
intended use. This type of distinction can be used
in effect to charge commercial users at a higher
rate, without the difficulty of verifying identity or
motive. For example, a state could set higher fees
for high-volume record requests, on the assump-
tion that the high volume signals commercial in-
tent, and yet retain the authority to waive the
higher fee for requests intended for public pur-
poses such as journalism or research.

Some states are treating “enhanced” electronic
access (such as dedicated access lines, search ca-
pabilities for public databases, or customized
records) as a source of revenue to recoup the cost
of developing information systems or to support
other government functions. Typically, states that
offer enhanced electronic access for a fee also of-
fer a certain amount of no-cost or nominal-cost
electronic information. However, in some cases
virtually all electronic access to public records is
treated as an “enhanced” service and is made avail-
able only for a fee. Other states view fees as a
barrier to public access and choose not to offer
enhanced fee-based electronic services. In Florida,
for example, statute allows agencies to recover
costs from record requests but prohibits agencies
from entering into contracts to sell access to pub-
lic records.

A few examples illustrate the range of states’
current policies for balancing cost recovery with
public access. Alaska allows agencies to charge a
fee for electronic services and products to recover
actual costs, including a “reasonable portion” of
development and maintenance. However, no-cost
access public access must be provided to the same
data via a public terminal. The work of the Public

Information Access Policy Task Force resulted in
amendments to Washington State statute to re-
quire various agencies to consider cost and other
barriers to public access in designing their elec-
tronic information systems, and to keep the infor-
mation as accessible as possible. This legislation
also directs agencies not to “offer customized elec-
tronic-access services as the primary way of re-
sponding to requests or as a primary source of
revenue.”® In the interests of public access, Florida
recently changed a mandatory electronic-trans-
action charge to a discretionary one. Minnesota’s
Government Data Practices Act has been amended
in recent years to allow a “reasonable fee,” based
on actual development costs, for government da-
tabases and software which are commercially valu-
able and were developed with public funds. Indiana
provides most of its electronic applications free of
charge to residents and businesses, but “dynamic”
applications (i.e., ones needing frequent updating)
are available only to fee-paying subscribers. Geor-
gia passed a law in 1993 that allows charging for
electronic access to most public information; these
charges are not limited to recovering costs.

Fees for electronic access can be controver-
sial. In Nebraska, the state legislature intervened
in a contract between an agency and a private
firm to offer fee-based electronic access in a pro-
gram that began as a free pilot service. In at least
one state, Louisiana, the attorney general has is-
sued an opinion that fees for copies should reflect
only the expense of generating the information,
not its commercial value.

However, a growing trend among states is to
get into the business of fee-based public informa-
tion services, typically through a public corpora-
tion such as New Mexico’s TechNet, or through a
contract with a private firm such as Nebrask@
Online and Access Indiana. The relative merits of
such models are detailed in Chapter 5 below as
part of a larger discussion of cost recovery. In Geor-

15 Chapter 171, Laws of 1996.
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16 NCSL page 8.

17 Joint Committee on Information
Technology Resources (Florida),
“Electronic Records Access:
Problems and Issues” (January
1994). In 1992, Georgia
amended its public records law
to include the following lan-
guage:

“No public officer or agency
shall be required to provide
access to public records which
are to be used for commercial
purposes. The requesting party
shall sign a statement agreeing
not to use information gath-
ered pursuant to said request
for commercial purposes.
Commercial purposes shall not
include news-gathering re-
quests for information or
legitimate research for educa-
tional, scientific, or public
purposes.” (Official Code of
Georgia Annotated Section 50-
18-70 as amended by Ga. L.
1993, p. 1436, Sec. 1 and 2).

According to staff in the
Georgia Attorney General’s
Office, the 1992 amendments
were intended to address a
perceived loophole in statute,
under which a publicly-owned
architectural plan was requested
successfully as a public record.
GeorgiaNet, the public corpora-
tion created in 1990 to provide
electronic access to public
information on a revenue-
generating basis, had concerns
that its information systems
could be similarly requested.

The blanket prohibition
against commercial purposes
was considered unworkable
because of widespread opposi-
tion from a variety of business
users and because of difficulties
with implementation. A 1993
amendment deleted the 1992
language as well as language
that prohibited release of infor-
mation for “commercial
solicitation.” Currently, Georgia’s
public records law appears to be
silent on the question of com-
mercial use per se. Specific
exemptions are provided, how-
ever, to prohibit release of
certain proprietary information
(related to research); computer
programs and software “used or
maintained in the course of
operation of a public office or
agency” specifically
areexempted from the statutory
definition of “public record.”

1818 US.CA. Sec. 2721.
195 US.CA. Sec. 552a.
20RCW 43.105.310.

2 Joint Committee (Florida), page
139.
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gia, it has been clarified after some concern arose
that the state’s GeorgiaNet service cannot sell
records per se, but only enhanced access to records.
In most cases, these entities provide a mixture of
fee-based enhanced services and free (or nominal
cost) basic public information.

I1l. Privacy in the Context of
Commercial Use of Electronic
Public Records

Some states prohibit certain commercial uses
of restricted public records containing personally
identifiable information, when commercial use
might intrude on the privacy of citizens. Wash-
ington State as well as New York, Rhode Island,
Indiana and South Dakota have statutory provi-
sions that refuse lists of names or other personal
information if sought for a commercial purpose.'®
Kansas requires information requesters to agree
not to use personal information from public records
to conduct direct-sales marketing. Georgia briefly
prohibited all commercial use of public records with
a law passed in 1992 and repealed the following
year.l” California amended its public records law
in 1994 to exempt voters’ home addresses, phone
numbers and occupations from release to the pub-
lic, although journalists and researchers can still
access this information. This approach has some
momentum on the federal level as well. The fed-
eral Drivers’ Privacy Protection Act of 19948
which takes effect in 1997, prohibits states from
releasing personal information from drivers’ reg-
istration databases to the general public, but per-
mits access for certain uses to businesses.

Another approach to protecting citizens’ pri-
vacy is a “fair information practices” policy that
provides citizens the opportunity to review and
correct any public record that contains personal
information about them. Fair information prac-
tices laws can be quite comprehensive, embracing
eight basic principles: openness, individual par-

ticipation, limited collection, data quality, limited
use, limited disclosure, security and accountabil-
ity. The federal Privacy Act of 1974%° provides a
process for citizens to view records pertaining to
them and to request amendment of inaccuracies.
The Privacy Act also places restrictions on the use
and disclosure of personal information (for ex-
ample, information collected for one purpose may
not be used for another without notifying and
obtaining consent from the subject of the record),
and requires federal agencies to keep records of
the date, nature and purpose of certain disclosures
of personal information. Congress has also con-
sidered legislation to establish a Privacy Commis-
sion for the purpose of studying information
systems.

A number of states including Virginia, New
York, Hawaii, and California have fair informa-
tion practices laws. Washington State’s public elec-
tronic access law contains several provisions for
information practices and data protection: agen-
cies are directed to ensure the accuracy of per-
sonal information to the extent possible, and to
establish mechanisms for citizens to review and
request correction to information about them con-
tained in public records.?® Wisconsin created and
subsequently abolished a Privacy Council and a
Privacy Advocate to recommend state and local
privacy protection policies.?! In their place, a more
narrowly-focused Telecommunications Privacy
Council was created by the 1995 Wisconsin Legis-
lature to monitor citizen concerns and complaints
on behalf of the state utilities and telecommuni-
cations commission. Oregon recently amended its
public records law to provide a process for citi-
zens to prevent disclosure of their home addresses
and telephone numbers, if disclosure would en-
danger their or their families’ personal safety.
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Legitimate Business Use

Toward a Policy Framework for the
Commercial Release of Electronic
Public Records

The Work Group’s Answer to Question 1
in its Charter

How, and under what circumstances, should pub-
lic records in electronic format be released for
business or commercial purposes?

l. Introduction

Under Washington State law, public records
that are lists of individuals cannot be released for
commercial purposes unless there is a specific
statutory authorization to do so (RCW
42.17.260(9)). The 1996 Legislature introduced and
passed two bills, HB 2790 and HB 2604, that would
have further expanded the growing number of ex-
emptions to this prohibition.

Together, the bills raised what Governor Mike
Lowry viewed as “serious questions that state
policy now fails to answer.” On March 30, 1996,
the Governor vetoed the bills and announced that
he would convene a Work Group to review cur-
rent state practices and policies related to the com-
mercial release of public records.

The Governor expressed concern over the
cumulative effect of hundreds of exemptions over
24 years — compounded by the impact of new
digital technologies — on how government handles
public records. “As state government responds to
emerging technologies, it is likely that we will have
to modify the way we control and disburse the
information we hold."?2

His instructions to the Work Group were clear:
“The charter of the Work Group is to recommend
whether and under what circumstances govern-
ment records in electronic format should be re-
leased for commercial, profit-making purposes,
with particular emphasis on safeguarding the pri-

vacy rights of individuals who are subject to those
records.”

At its first public meeting, the Governor told
the Work Group that commercial access to public
records represents a growing question in the elec-
tronic age. Indeed, public policy tends to lag be-
hind societal developments. The lag is even more
pronounced in dealing with electronic records be-
cause of relentless technological change. The rapid
advances related to the Internet and other digital
technologies often eclipse the public sector’s abil-
ity to stay abreast of the technological develop-
ments and account for their social impact.

The Governor asked the Work Group to send
the clearest possible message by developing a co-
herent statewide policy that balances legitimate
business and government interests with personal
privacy concerns.

This chapter reflects the direction of the Work
Group as it creates the framework for a single,
coherent, statewide policy on commercial release
of public records. The group recognizes that the
criteria for determining permissible commercial use
of public records must be kept relatively simple. In
the group’s view, permissible use is measured
against what is disclosable under the law and
hinges on the gquestion of public benefit.

Il. The Public Benefit of
Commercial Access to
Government Electronic
Records

The Legislature has found “that government
information is a strategic resource and needs to be
managed as such and that broad public access to
non-restricted public information and records must
be guaranteed.”?

Chapter 3

22 4B 2604 (Full Veto).
2RCW 42.17.261 (1994).
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2 As is discussed in Chapter 5,
commercial release may play a
vital role in sustaining electronic
public access systems.

B RCW 42.17.300.

2 CIS actively supported the pas-
sage of HB 2790, one of the bills
vetoed by the Governor in March
1996.
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Broad, legitimate and authorized public ac-
cess clearly constitutes a public benefit. The Open
Records Act was passed by citizen initiative in 1972
to codify those benefits — providing citizens with
the information they need to hold government to
account.?* The Open Records Act is structured to
favor access over privacy. Its mandate for open
government is tempered only by a provision to
evaluate those records whose release would be
“highly offensive to a reasonable person and of no
legitimate public concern.”

Commercial release involves a broad spectrum
of public records — from legislative and regula-
tory information to personally identifiable infor-
mation. The latter is allowed only through
legislative exemption. The end result is a system
that can treat the same information differently from
agency to agency. Information that is prohibited
from release under one government program is
available from another. The inconsistency extends
to the treatment of records between programs
within agencies. For example, proprietary business
information — the release of which can leave a
company that complies with regulatory reporting
requirements at a competitive disadvantage — is
excluded from release under some statutes, but not
all. As a result, information that is excluded from
release at the Department of Revenue may be sub-
ject to release at a number of other agencies. Such
agency-to-agency variance also effects personally
identifiable information.

The patchwork quilt of release provisions —
overlapping in some areas and threadbare in oth-
ers — causes uncertainty and confusion for the
agencies that are entrusted with the proper man-
agement of public records. If the trustees of public
records are confused, it is understandable that in-
dividuals (the subjects of those records) are ex-
pressing growing concern about how information
about them is handled. The uneven statutory pro-
visions governing release of public records is com-

plicated by issues related to technological change
and commercial release.

Commercial Release

Commercial release itself cannot be treated
as a monolith because the nature of commercial
interests varies widely. Some private interests use
public records to comply with regulatory or legal
requirements. Others are full-service information
resellers — such as Lexis-Nexis, TRW, and Com-
mercial Information Systems (CIS).?6 These infor-
mation resellers typically apply custom indexing
and searching capabilities to a broad range of data,
from both public and private sources.

In written and oral submissions to the Work
Group, CIS and its clients advocated the identifi-
cation of “permissible uses” and permitted users
of public records in electronic form. Given the Work
Group’s charter, any discussion of permissible uses
and users necessarily begins with the notion of
public benefit. Again, the universe of records un-
der discussion is defined by what is disclosable
under the law, coupled with the subsequent ex-
emptions.

As steward of public records, government is
responsible for deriving benefit for citizens through
the proper use of data. Public benefit is derived
through direct governmental use of public records,
as is the case when data is used by planners to
deliver services more effectively or to anticipate
future demands for infrastructure. Public benefit
can also be derived through certain private-sector
uses of public records. For example, there is a strong
public safety interest in notifying vehicle owners
of a recall in a timely fashion. The recall is done
on behalf of a manufacturer by an information
reseller using public records.

Government is often the holder of the unique
and authoritative record to which all other records
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refer. To expand on the example given above, the
Department of Licensing (DOL) holds the authori-
tative records on registered motor vehicles in the
state. The use of DOL data by an information
reseller to notify vehicle owners of a recall or safety
defect has a demonstrable public benefit. The auto
manufacturer, the information reseller working on
its behalf, insurance companies, the government
and the public all derive benefit from the initial
release of those motor-vehicle records.

There are also clear (albeit different) public
benefits derived from the commercial release of
land title records for sellers, buyers, realtors and
lenders. The records provide the legal underpin-
nings of significant economic transactions. All
parties have an interest in verifying the status of
property before and after its sale. Again, govern-
ment holds the unique and authoritative records.

Public records are of considerable value in
planning both public infrastructure and private
enterprise. Demographic, labor market and import/
export data are important in projecting the de-
mand for daycare facilities, schools, retirement
centers and transportation infrastructure. The data
are also instrumental in siting decisions for manu-
facturing plants, housing developments and retail
outlets.

Distinguishing Between Commercial
and Business Use

Another category of use demonstrates the
subtle but important distinction between commer-
cial and business use.

The Open Records Act prohibits the release of
lists of individuals for commercial purposes. In
opinions by the Attorney General, commercial
purposes are defined as “profit expecting activ-
ity.” Under such a definition, a list of vintage car
owners could be released to an antique car club

but not to an auto dealer because the dealer has a
profit expectation and the club does not.

Beyond the distinction between commercial
interests and the not-for-profit sectors, there is a
distinction to be made between commercial and
business use of public records.

Many businesses rely on a second or third
party to corroborate information given to them.
Importantly, such verification is often needed to
comply with government regulations. Hiring de-
cisions provide a number of illustrative examples
in this regard. Transportation companies must
check on applicants’ driving histories. Schools and
daycares must ensure that applicants do not have
criminal histories that would put children in harm’s
way. Employers are required to check an applicant’s
eligibility to work in the United States.

In all these cases, public records are used to
verify certain information in order to conduct busi-
ness in a legal and responsible manner. It follows,
then, that government has a duty to release the
information needed to comply with obligations it
imposes on the private sector.

In contrast, public records are sometimes used
for unsolicited business contact or other purposes
where there is no demonstrable public good. Such
commercial use, often done without the subject’s
knowledge or consent, includes securing lists for
the purpose of direct mailing or the creation of
personal dossiers or profiles through the compila-
tion of data from once-discrete databases.

In any commercial release of public records
there is likely to be a mixture of public and private
benefit. In some instances, there is a predominant
public benefit. In other cases the public benefit is
incidental to a predominant private benefit. In still
other cases the public and private benefits are bal-
anced.
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The place of any particular commercial or
business use on the continuum between public and
private benefit has important policy and planning
implications. To the degree that commercial re-
lease lends itself to public benefit, those uses should
be supported by the release of the needed infor-
mation. As the pendulum swings the other way, in
instances where any public benefit is only inci-
dental to a predominantly private interest, the re-
lease of records should be restricted.

The planning issues follow from the broader
policy concerns. As agencies face increased de-
mands for services from the public while budget
levels remain static (or shrink), the support of elec-
tronic-access systems must be justified in terms of
public benefit.

Efficiency

A number of agencies, together with the Wash-
ington Association of County Officials and the As-
sociation of Washington Cities, told the Work Group
that records requests are growing rapidly as elec-
tronic records become the norm. Agencies report
that servicing requests often divert resources away
from the agency’s legislatively mandated mission.
The departments of Licensing and Health have ex-
pressed particular concern that any framework for
commercial release factor in the cost implications
of producing the records in such a way that com-
ports with state law and is usable to an external
party. Such concerns are not always reflected in
discussions of greater government efficiencies
through the use of technology.

Proponents of HB 2790 said its provisions
would give government more powerful and user-
friendly capabilities in manipulating electronic
public records. Under the bill, a private-sector in-
terest would add value to those records and pro-
vide government with access to the improved data.

As envisioned, private-sector participation
would allow government greater access to state-
of-the-art technology and the ability to better
manage its data. Private-sector participation would
also help mitigate the technology-related risks and
costs. To be clear, such partnerships are not neces-
sarily inconsistent with the proper stewardship of
sensitive information with which government has
been trusted.

The use of private-sector consultants and con-
tractors to improve data or enhance systems to
better manage data is an everyday (and long-es-
tablished) practice by state agencies. That data and
system improvements can be done legally without
any additional legislative authorization raised ques-
tions, in the view of the Work Group, about the
implementation of HB 2790.

It is unclear how HB 2790 impacts the own-
ership of, and control over, public records. So long
as the records remain a public trust (as they now
do under agreements with private vendors), gov-
ernment has the authority to prescribe permissible
and non-permissible uses. If the rights to those
records were to be transferred as part of any value-
added arrangement, the government (as the public’s
trustee) would lose any right to control use by sec-
ond or third parties. Its ability to curb abuse would
likewise be lost.

By itself, efficiency may be an inadequate test
for justifying the commercial release of public
records. However, efficiency should be included
in a broader test of public benefit.

[11. Stewardship of Public Records

One of the othe challenges faced by the Work
Group was how to deal with secondary use — and
in some cases, abuse — of public records even when
their initial release is justified by the public ben-
efit test.
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As discussed above, the categories of accept-
able use include:

. information to hold government accountable;

« information to comply with government regu-
lations;

. information to support public-sector decision-
making; and

« information needed to deliver services on be-
half of government.

Government agencies are responsible to three
“publics”™: (1) the taxpayers of Washington state,
(2) the millions of people served by agencies, and
(3) the entities with which some state agencies
contract to provide services to citizens on their
behalf. Each “public” has a different need for in-
formation — and often a different expectation
about how the information will be handled. The
degree to which those expectations differ often
only becomes clear after the fact.

An example from health care may help illus-
trate what is in practice a “stair-stepped” approach
to handling certain sets of sensitive data. A health-
care provider needs a certain detail of informa-
tion to treat a patient. An insurance company will
need some information about the treatment in or-
der to pay the claim. An employer may need to
verify that a treatment has taken place to ensure
that the patient is eligible for sick leave. The citi-
zen — who is simultaneously the patient, claim-
ant, employee and taxpayer in this scenario — has
a legitimate expectation that her records will be
kept confidential except to satisfy the specific needs
of the other parties. Currently, state law limits the
dissemination of health-care information without
the patient’s consent.?”

Original Orbit

Public benefit eludes easy definition. A use-
ful model for delineating among potential uses
based on their public benefit was introduced by a
Work Group member. Under this model, the high-
est public benefit is realized when the records are
used within the orbit for which they were collected.
For example, the highest public benefit from health
records is when they are used within their original
orbit — that is, the delivery and planning of health
services. The vehicle recall example used above
would also fit within the original orbit of motor
vehicles records because it represents an exten-
sion of the public safety role performed by the
Department of Licensing. Original orbit as used
here is not synonomous with original purpose.
Original orbit recognizes that there are legitimate
uses that are consistent with and, in fact, further a
public mission and serve as an extension of origi-
nal purpose.

However, the subsequent use of those motor-
vehicle records for direct-mail campaigns or sit-
ing decisions for retail outlets would be outside
the original orbit. The use of public records which
goes beyond the original orbit raises questions of
secondary use which, as stewards of the records,
government must address.

Secondary Use

There is no consistent policy governing sec-
ondary use of public records under statute. As dem-
onstrated by the Work Group survey of state
agencies summarized above, practices by state
agencies and local governments vary widely. Once
released, the subsequent use and disposal of pub-
lic records with personally identifiable informa-
tion (and the prospect of secondary use) is a matter
of growing public concern. Depending on the ju-
risdiction and the precise nature of the informa-
tion, its disposal after initial release may be a matter

27 Chap 70.02 RCW,
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covered by statute, regulation, contract or left to
the vagaries of the marketplace.

The importance of, and public concern over,
secondary use of electronic public records has been
underscored repeatedly during the Work Group’s
brief tenure. The steady diet of news reports about
such use is summarized below in the discussion of
safeguarding personally identifiable information.
The revelations have raised serious questions about
how much information is considered “public.” Im-
portantly, the rules (and the law) have not changed
— the technology has. Indeed, digitization has forced
these issues onto the table. The digital environ-
ment destroys the inherent protection afforded to
people in an earlier analog era — gone are the cum-
bersome paper-based systems that made it difficult
to get at and manipulate personal information.

Misuse and Abuse

A member of the Work Group portrayed the
misuse of digitized personal data in graphic terms
— referring to it as “high-tech assault.” In the
Group’s view, there is no interest in creating a new
bureaucracy to handle data. In its view, it is more
efficient to deal with abuse using sanctions after
the fact. Ironically, the only sanctions in the Open
Records Act are against failure to release. There are
no enforcement provisions under the Act to miti-
gate against abuse related to improper release or
subsequent misuse of lists of individuals.

Review of Existing Law

The public records laws are not administered
by any agency. Generally, amendments to the law
are suggested by agencies, the media and business
interests that have recognized problems unique to
certain governmental records. There has been little
overall policy development, with the result that the
law resembles a patchwork quilt. This is true with
commercial access to government records.

The law only contains one provision gener-
ally applicable to commercial access to any public
record. The original language is essentially un-
changed and is found at RCW 42.17.260(9):

“This chapter shall not be construed as giv-
ing authority to any agency, ... to give, sell
or provide access to lists of individuals re-
quested for commercial purposes, and agen-
cies, ... shall not do so unless specifically
authorized or directed by law: PROVIDED,
HOWEVER, That lists of applicants for pro-
fessional licenses and of professional licens-
ees shall be made available to those
professional associations or educational or-
ganizations recognized by their professional
licensing or examination board, upon pay-
ment of a reasonable charge therefor ... .”

There are no reported judicial decisions re-
garding its meaning. Its interpretation has been
the subject of several Attorney General opinions,
however. While those opinions are not absolutely
consistent, they can be summarized:

. the statute only applies to lists generated by
the agency, not the “raw data” containing the
original information,

. of natural persons, not business entities,

« when the information is requested by a profit-
expecting entity,

. for the purpose of contacting the people on
the list in order to further that profit-expect-
ing activity.

For example, title insurance companies rou-
tinely access property information from county
assessors (sometimes on-line) that contain real
property information, such as ownership, sales,
etc.?8 That is permitted because they do not con-
tact the people on the list. An association of an-
tique car owners can contact those owning older
vehicles because it was not a profit expecting ac-
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tivity.® The statute does not contain any penal-
ties for inappropriate use of the records.

Some categories of public records have been
accessible by only some requesters. For instance,
driving abstracts are available to some commer-
cial entities. The abstract includes accidents in
which the person was driving, any reported con-
victions, forfeitures of bail and the status of the
person’s driving privilege in this state. Under RCW
46.52.130, the abstract

“..shall be furnished only to the individual
named in the abstract, an employer, the in-
surance carrier that has insurance in effect
covering the employer or a prospective em-
ployer, the insurance carrier that has insur-
ance in effect covering the named individual,
the insurance carrier to which the named
individual has applied, an alcohol/drug as-
sessment or treatment agency approved by
the department of social and health services,
to which the named individual has applied
or been assigned for evaluation or treatment,
or city and county prosecuting attorneys. ...”
(Emphasis supplied)

The abstract is to be used only for related
business purposes and a violation is a gross mis-
demeanor. It should be noted that the information
in the abstract is generally a matter of record in
courthouses in each county. The records are gen-
erally accessible by anyone. The legislature has
treated the cumulative, electronic database of the
records differently, apparently out of concern that
this information could be misused when collected
in a single place.

Criminal history information (Chapter 10.97
RCW) reflects an individual’s contacts with the
criminal justice system, convictions, arrests, etc.
That is also generally available to the public in
the county where the contact occurred. Anyone
can obtain records of conviction about anyone,
from the database which collects that information
and is maintained by the State Patrol.3° Curiously,

the Legislature has provided that prospective em-
ployers whose employees will be in contact with
children or vulnerable adults may obtain only those
conviction records relating to physical or sexual
abuse !

Similarly, accident records maintained by the
State Patrol are available to “interested parties,”
meaning the representatives of the parties to the
accident, including insurance companies.®? These
records are otherwise declared to be “confiden-
tial” and may not be introduced as evidence in
court. Failure to file an accident report is a gross
misdemeanor and can result in a suspension of a
driver's license.** However, there is no penalty for
the inappropriate use of the records by any of the
“interested parties.”

Possible Disincentives

It is not unusual to find criminal penalties
attached to statutory violations; however, given
the workloads in every prosecutor’s office, it is
unlikely that anyone has ever been charged, much
less convicted for the wrongful use of a public
record. It is more likely that a financial penalty
enforceable by agencies or aggrieved citizens would
discourage violations. Since the perceived threat
is the collection of information on individuals, the
penalty could be assessed at a fixed amount for
each name in the database together with the re-
covery of court costs, including attorney’s fees.

Of course, penalties only have meaning if there
is a significant chance of detection. Given the wide-
spread availability of information about individu-
als, there should be a mechanism that permits
detection of the misuse of governmental records.
The Federal Election Commission (FEC) is autho-
rized to allow the “salting” of the lists of contribu-
tors by political committees to prevent solicitation
of those contributors by other political commit-
tees. The lists can contain pseudonyms with ad-

29 AGO 1975 No. 15.

30 See, RCW 10.97.050(L).
315ee, RCW 43.43.830.

32 See RCW 46.52.080.

33 See RCW 46.52.020, .030.
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34 Nicholas Negroponte, Being
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dresses which allows detection of solicitations by
unauthorized committees. In the Work Group’s
view, agencies should be permitted to “salt” their
lists to detect unauthorized use.

The problem here extends beyond the Open
Records Act’s silence on providing disincentives
to the abuse of public records. A change in the
underlying technology that holds and manages
records is challenging the assumptions that have
been embedded in our print-based culture since
Gutenberg.

IV. Digital Records:
Decomposition of the
Document

The Open Records Act does not make a dis-
tinction between paper-based records and those
in electronic form. Why would it? A quarter-cen-
tury after its passage, the impact of digitization is
only now being understood by industry, govern-
ment and individuals. The founder of the Media
Lab at the Massachusetts Institute of Technology,
Nicholas Negroponte, contends that digitization is
not just a technological change — it is a societal
transformation. To apply Negroponte’s language
to the present case, public records are being trans-
formed from “atoms” (paper) to “bits” (electronic).
Digital technology fundamentally changes the
nature of records. The change is rooted in the fact
that “bits commingle effortlessly.”* That fact
brings with it considerable promise — and the risk
of dangerous pitfalls — to the proper stewardship
of public records.

In the shift from paper-based to electronic
records, there has been the loss of the contextual.
People may still fill out forms in conducting trans-
actions with government. However, that paper
record begins to decompose the instant that dis-
crete pieces of information from a single docu-

ment become data elements in a data base. In fact,
the paper form as a container of data has largely
been replaced as the “unique copy” of the record
by a series of digital fields. Because “bits com-
mingle effortlessly,” any combination of data ele-
ments can be manipulated in ways that improve
efficiencies in service design and delivery but may
not fully be understood by the subjects of the origi-
nal record.

While information provided on a paper form
will remain static over time, the digital environ-
ment is dynamic. Data elements in electronic form
can be updated, changed or corrupted over time.
Whereas a paper record is a paper record, elements
of an electronic record can be reconfigured and
commingled endlessly. Public policy that is based
on the assumption that records are pieces of paper
in a filing cabinet risks missing the dynamic of
the digital age. The malleability of electronic data
raises questions related to the temporal elements
of public records: version and transaction control.
These issues tend to escape widespread attention
— with the possible exception of the IT commu-
nity — but raise significant stewardship concerns
at the public policy level.

V. Software Development and
Public-Private Partnerships

This chapter has already made a number of
important distinctions: public vs. commercial ac-
cess; commercial vs. not-for-profit use; commer-
cial vs. business use; public vs. private benefit;
and, analog vs. digital records. Within the realm
of digital records, it is necessary to make at least
one additional distinction — between the electronic
records and the software that creates them.

Digital records do not exist in a vacuum. They
are created, maintained, safeguarded, manipulated
and updated by computer software. The software
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represents a significant public investment. The
software is made up of millions of lines of code
that create virtual containers for the data — and
whose design sets out the relationships of data
within and among those containers. The codifica-
tion of those relationships in software is an in-
creasingly complex and risky business.

To gain access to state-of-the-art software-
development expertise, state agencies have an es-
tablished practice of contracting with
private-sector firms. There are no prohibitions
against public entities using private contractors
to add value directly or indirectly (the latter
through building or enhancing government IT
systems to better manage data).

Done properly, such arrangements can pro-
duce more advanced systems at less cost to tax-
payers. To further contain costs, the relationship
between public agencies and vendors can be cast
in terms of a public-private partnership. Under
such partnerships, risks and rewards are shared
with the private contractor. While the records
themselves remain a public trust, the ownership
of the software developed to manage them should
be a matter of negotiation. In some cases, the soft-
ware may become the exclusive property of the
agency. In other cases, it may be jointly owned by
the state and the private partner. In all cases, there
should be provisions ensuring that the software is
available for legitimate governmental use includ-
ing public inspection of records where specified
in statute.

Under joint ownership, the state has guaran-
teed access to the software needed to manage its
data. For its part, the private partner is able to
leverage the research and development costs it
absorbed on a given state project by applying all
or part of the code on other projects with other
customers.

A survey by the National Association of State
Legislators reports that 20 states have exempted
software from their open records legislation. Some
parties are concerned that a software exemption
may limit the public’s access to its records. In the
Work Group’s view, this concern can be addressed
through contractual provisions that ensure that the
state (as trustee) will have full and perpetual ac-
cess to the jointly owned software for governmental
use — including public access.®®

A software exemption would allow the state
to protect the public investment in proprietary soft-
ware, leverage its resources through public-pri-
vate partnerships and other such strategic alliances,
and ensure that the software which supports pub-
lic records can be maintained, enhanced and re-
furbished as necessary.

VI. Summary

In answering the question, How, and under
what circumstances, should public records in elec-
tronic format be released for business or commer-
cial purposes?, the Work Group finds:

. digital technology changes the nature of public
records themselves, bringing with it the pros-
pect for greater governmental efficiencies and
the need for additional safeguards to protect
personally identifiable information.

« many companies rely on a third party to cor-
roborate information given to them by appli-
cants and customers in the legitimate conduct
of their business.

« such verification is often needed to comply
with government regulations.

. government records are used to verify certain
information in order to conduct business in a
legal and responsible manner.

35Such a public access provision
would ensure that the software
necessary to read the data would
be available for the examination
of records while protecting the
public investment in the software
itself.
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the universe of public records subject to dis-
closure is defined by statute.

public records are a public trust. The owner-
ship of those records should not be transferred
to other parties.

the highest public benefit from public records
is when they are used to further a public mis-
sion. The public-benefit test of remaining
within their “original orbit” — that is, use that
advances an agency’s public mission — is true
for legitimate governmental or business uses
of information.

government has a duty to release the infor-
mation needed to comply with obligations it
imposes on the private sector.

permissible business use should meet a test of
demonstrable public benefit.

the use of government records for “legitimate
business purposes” needs to be distinguished
from “commercial purposes” as used in the
Open Records Act.

current restrictions on “commercial use” —
defined by the Attorney General as direct con-
tact for profit-making purposes — should be
maintained.

the Open Records Act is silent on sanctions
against improper initial release of public
records — and on misuse related to secondary
use.

the Open Records Act does not distinguish
between public records and the software that
creates and maintains them in a digital envi-
ronment. In the absence of any protections
for the significant public investment in pro-
prietary software, the state faces difficulties
in ensuring the future availability, enhance-
ment and refurbishment of these systems.
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Safeguarding Personal Information

Meeting the Individual’s Expectation
of Privacy by Containing Records
Within Their Original Orbit

The Work Group’s Answer to Question 2
in its Charter

How can citizens be assured that personal in-
formation about them will be safeguarded when
public records in electronic format are released
for business or commercial purposes?

|. Introduction: The Privacy
Landscape

The digitization of records containing per-
sonally identifiable information has compounded
some long-standing privacy concerns and, in some
cases, created new ones. Since the Governor an-
nounced the creation of this Work Group on March
30, 1996, there have been more than 100 news
stories about the impact of digital technology on
the use and abuse of personally identifiable infor-
mation.

It is important to note that there are safe-
guards in Washington State that would prevent a
repetition of the most infamous cases from other
jurisdictions. The Open Records Act places rela-
tively few restrictions on private disclosure but it
does, importantly, exempt from disclosure 33 cat-
egories of government documents, including per-
sonally identifiable information in files of public
school students, hospital patients, welfare recipi-
ents, public-agency employees and appointed or
elected officials.%

The summary of news stories that follows is
not intended to frighten or evoke an alarmist re-
sponse. Rather, it is intended to demonstrate that
both the public and private sectors are struggling
to deal with the impacts of technological change
(coupled with human misconduct) on records man-
agement.

The relative threats to personally identifiable
information by the public and private sectors be-
come clearer when their respective breaches are
seen in juxtaposition. The activities of the private
sector — with its ubiquitous “dataveillance” of con-
sumers — would appear to have a greater long-
term impact on the privacy of individuals than
anything that government is doing by itself.

The summary that follows also illustrates the
range of responses from other jurisdictions and
the private sector which may be instructive in de-
veloping policies in Washington State. Some of
the stories capture changing public attitudes and
expectations about privacy — both those that see
its erosion as inevitable and those that are taking
measures to shore up safeguards. Finally, these sto-
ries are illustrative of the revelations that are fuel-
ing concern among citizens and with which public
policy makers must deal:

o SOFTWARE GLITCH EXPOSES CREDIT
CARD INFORMATION ON THE WEB: Credit card
information submitted electronically by some shop-
pers on the World Wide Web was accessible by
anyone using a simple Web browser. Software for
conducting electronic transactions called SoftCart
was improperly installed by an undisclosed hum-
ber of merchants. As a result, completed order forms
containing credit-card information and other per-
sonally identifiable information were not placed
in special directories that are not accessible to Web
browsers.3

« TAPE RECORDING CALLS: The Washing-
ton State Patrol has suspended what had become
a routine practice of recording private telephone
conversations made from certain rooms at its
Parkland, Wa., headquarters. According to pub-
lished reports State Patrol Captain John Baptiste
said the digital recordings constituted “a technical
violation that did no harm.” He said it was an in-
nocent error made in the interest of improving
efficiency. Calls were recorded for over a year with-

Chapter 4

36RCW 42.17.251 (1994).

37Wall Street Journal, November 8,
1996: B6.
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38 John Gillis, “State Patrol admits it
violated law,” Tacoma News
Tribune, Friday, October 18,

1996: A1, A10.

39“Aids list breach highlights
confidentiality issues,” Reuters,
October 13, 1996.

40 BNA Daily Report for Executives,
October 10, 1996: A24.

4 “Internet Privacy rules proposed,”
Telecommunications Alert, June
5, 1996, Vol. 13, No. 109.

42 “Prepared statement by Steven
Kenny Hoge M.D., Division of
Government Relations, American
Psychiatric Association, on the
Health Information Privacy
Protection Act [Discussion Draft]
before the House Government
Reform and Oversight Commit-
tee Subcommittee on Govern-
ment Management, Information
and Technology,” Federal News
Service, June 14, 1996.

43“Wait on smart card regulation,
FDIC told,” The Regulatory Com-
pliance Watch, September 23,
1996.

4 Software Law Bulletin, May,
1996: 77.

45 Art Kramer, “Attorney General
hopes to thwart online terror-
ists,” Atlanta Journal and
Constitution, June 6, 1996.

46 “E-Mail and Voice Mail: Liability
waiting to happen?” Idaho
Employment Law Letter, July
1996, Volume 1, Issue 4; Robert
Gellman, “On Privacy: The Ques-
tion Industry doesn’t want to
answer,” DM News, June 17,
1996: 44; and “Insurers, Corpora-
tions uncertain about need for
on-line coverage,” Treasury
Manager’s Report, August 30,
1996, No. 18, Vol. 4.
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keep secret,” Reuters, August 6,
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out any notice telling callers their phone conver-
sations were being recorded.® The Washington
State Privacy Act restricts the recording of private
conversations, making it unlawful to make record-
ings without first obtaining the consent of all par-
ties to the communication.

« PERSONAL USE OF AIDS/HIV DATABASE:
A computer database of nearly 4,000 AIDS- and
HIV-infected individuals was allegedly used by a
Florida man to look up the names of potential dates
for himself and his friends. Called “the nation’s
largest ever security breach of AIDS information,”
the case “has thrown a spotlight on new threats to
medical confidentiality as computer networks, in-
surance databases and hackers pry out the most
intimate details of people’s lives.” Copies of the
list of individuals were sent to the man’s employer
— the state department of health — and two area
newspapers. Officials are investigating whether the
list may have been published on the Internet or
whether there is a network of AIDS information
brokers.3°

o SURF TRACKING: The 1996 Equifax/Har-
ris Consumer Privacy Survey for the Internet il-
lustrated the changes in perceptions that come with
using a new technology. Seventy-one percent of
Internet users believed the tracking of their activi-
ties on the Internet was intrusive, compared to 63
percent of non-users. Sixty percent of users said
their anonymity should not be compromised when
they visit a Web site or use e-mail. Only 45 per-
cent of non-users “were sympathetic to the desire
for on-line anonymity.”°

« INTERNET PRIVACY PROTECTION: An
Internet privacy protection bill has been introduced
in Congress, the latest in a series of legislative
measures at the federal level to slow the flow of
personally identifiable information.# Key provi-
sions of the proposed federal Health Information
Privacy Protection Act are intended to curb the
growing trade in medical records.*? Other initia-

tives included proposed regulations for the use of
so-called smart cards over networks* and the in-
troduction of (hotly contested) encryption stan-
dards.* In addition, the Attorney General has
proposed new measures to prevent acts of on-line
terrorism.*

« E-MAIL, VOICE MAIL AND PERSONAL
AGENTS: The proliferation of e-mail and voice
mail in the private sector has raised concerns over
employer liability and personal privacy.® Recent
anecdotal reports are often cast against the back-
drop of a 1993 study published by MacWorld
magazine. It found that 30 percent of employers
in the survey were searching the computer files
kept by employees. Knowing they were being
watched, employees reported increased boredom,
tension, anxiety, depression, anger and fatigue. The
introduction of personalized search agents on the
Internet, which track the on-line habits of indi-
viduals to identify their interests, raises the pros-
pect that the cache gathered about individuals
might be used (and abused) by others.*” To ad-
dress the privacy concerns raised by this technol-
ogy, electronic agent services have turned to
independent auditors to ensure personally identi-
fiable information is not intercepted or released to
third parties.*®

« LEXIS-NEXIS P-TRACK CONTROVERSY:
The respected information research service and
reseller Lexis-Nexis was the focus of a national
controversy soon after it launched a new service
called the P-TRACK Personal Locator file in June.
The company’s promotional material initially said
the service “provides up to three addresses, as well
as aliases, maiden names, and Social Security num-
bers” and puts “300 million names right at your
fingertips.” Fueled by media coverage and Internet
message traffic, Lexis-Nexis was flooded with com-
plaints about the potential for fraud or other
abuse.*® Eleven days after P-TRACK launched,
Lexis-Nexis removed the Social Security numbers
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from the service and provided a mechanism for
removing names from the database upon request.>
In its defense, a company spokesperson said, “There
are a lot of people that don’t understand how in-
formation is collected by any number of agencies.
We are not the only company that purchases this
type of database.”!

« FTC SAFEGUARDS: In response to the
complaints over P-TRACK, the Federal Trade Com-
mission (FTC) urged Congress to tighten controls
on commercial services that provide personally
identifiable information about individuals for a
fee.52

« INDUSTRY PRIVACY PRINCIPLES FOR THE
INTERNET: A consortium of companies involved
in electronic commerce via the Internet announced
plans to develop a set of privacy principles for
doing business over the global network. The Pri-
vacy Assured group came together in the wake of
the Lexis-Nexis P-Track controversy. According
to published reports, “Privacy Assured, which is a
pilot program of the Electronic Frontier
Foundation’s eTrust project, will post its blue PA
logo on Web sites that adhere to its standards.”
The proposed standards would prohibit member
companies from knowingly listing information
about individuals that has not been volunteered
for publication. The eTrust program would disal-
low reverse searches to determine individuals’
names from e-mail addresses, phone numbers or
other information. Companies adhering to the stan-
dard would only release aggregated usage statis-
tics, not individual information; and give
individuals the option to remove their personal
information from lists.53

« “KIDS OFF LISTS” PROVISIONS: The fed-
eral Children’s Privacy Protection and Parental
Empowerment Act put in place restrictions on on-
line solicitation of children with a view to keep
information about them out of the hands of sexual
predators.> As part of a conference on Internet

privacy, the FTC examined on-line marketing to
children — including the collection and sale of in-
formation about their online behavior5® The Di-
rect Marketing Association responded with a
preliminary set of privacy guidelines for self-regu-
lation. The proposal, if approved, would require
marketers to post a privacy policy in an “easy-to-
find, easy-to-read statement” that tells users how
the information will be used.%®

« QUESTIONABLE DATA USE AND INTEG-
RITY: A long-time information reseller is recon-
sidering its business model following a controversy
over the use of automated mail information by a
subsidiary.>” Other recent stories have focused on
data integrity and concerns about the accuracy of
credit information. Some of these stories use as
their benchmark a 1991 review of personally iden-
tifiable information held by the major national
credit-reporting agencies. It found errors in 48
percent of records checked in 1991, an increase of
5 percent since a similar review in 1988.

« OREGON DMV RECORDS ON THE ‘NET:
Oregon Governor John Kitzhaber will ask the 1997
Oregon Legislature to redress the balance between
privacy and public disclosure in the wake of a con-
troversy over the publishing of the state’s DMV
records on the Internet. A Portland-based com-
puter enthusiast, Aaron Nabil, purchased the Or-
egon DMV database for $222 and posted it on the
World Wide Web.58 The controversial Web site was
suspended after Nabil and the state Department of
Transportation were inundated with complaints
from angry drivers “who mistakenly thought the
records were private.”® There are safeguards
against such use in Washington State.

« PRIVACY CONCERNS OVER ON-LINE REG-
ISTRIES: There has been a proliferation of new
on-line registries that automate routine informa-
tion handling, including on on-line registries of
voters,® motor vehicles,® workers compensation
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registry and drug registry,%? as well as ones devel-
oped on behalf of the Social Security Administra-
tion and the Internal Revenue Service. The Social
Security Administration is planning a pilot pro-
gram to provide sensitive personal earnings infor-
mation on-line.?3 The Internal Revenue Service
(IRS) has suspended the development of Cyberfile,
a service that would allow taxpayers to file their
tax returns via the Internet, after a critical report
that concluded the software used in the project
was “undisciplined” and lacked adequate security
requirements.®* For its part, the U.S. State Depart-
ment is distributing passport forms on-line but will
not accept on-line registrations until network se-
curity and other technical issues are overcome.®
Security concerns raised by these new registries
and services parallel some of the perils of on-line
shopping® and have also been linked to fears about
e-mail disclosure.®” Some of the new applications,
which are collecting large amounts of personally
identifiable information, have also brought with
them concerns about how new sources of data will
be used.

« FBI “FILEGATE” AND CREDIT STING:
There have been allegations of abuse of person-
ally identifiable information by public officials,
calling into question the trustworthiness of the
public caretakers in these cases. In August, credit
card holders reacted angrily when they learned that
federal law enforcement officials had used their
credit information without their consent as bait in
asting operation.5® News of the sting came on the
heels of the revelation that White House staff al-
legedly accessed the FBI files of hundreds of citi-
zens who worked for the prior administration.5°

« DISCLOSING PERSONAL INFORMATION
FOR THE PUBLIC GOOD: There are cases when
disclosing personally identifiable information may
result in public benefit but the criteria for release
varies widely. For example, the Health Professions
Quality Assurance Division at the Washington State

Department of Health regulates the practice of
health professions and enforces health and safety
laws that protect the public from negligent, in-
competent, or illegal health care practices. The
names and registration numbers of those health
care professionals facing disciplinary action are
published as a news release and posted on the
Internet.” In its survey response, the Department
of Health told the Work Group it would like this
service reduced in scope to disclose the names of
only those health care providers that have been
found guilty of charges against them.

« PRIVACY RIGHTS OF CONVICTED CRIMI-
NALS: By contrast, the privacy rights related to
the medical records of two criminals — one a con-
victed murderer and the other a convicted sex of-
fender — were upheld despite challenges by The
Seattle Times. “Privacy is a hot-button word, one
that people — even criminals — increasingly cite
in wanting to control what is known about them...”
wrote Times executive editor Michael R. Fancher
in arguing that “the public has a higher right to
information about such people and about how are
institutions treat them.””

One commentator wrote of the fundamental
change in the way electronic information is col-
lected, manipulated and distributed, “Everything
from our taxes, health care, work, travel and mili-
tary records to past scrapes with police or even
sexual escapades — somewhere the information is
only a few keystrokes away. The possibility for
abuse is breathtakingly large — and growing.””?
The public response has been swift, sure, some-
times fearful, and sometimes angry. That citizen
focus is vitally important in considering commer-
cial access in general — and the privacy question
in particular.
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ll. Public Concern over Privacy

in the Digital Age

Over time, as some have argued, the cumula-
tive effect of such stories and the seemingly re-
lentless advance of technology may lower
expectations of privacy. In the near term, how-
ever, the opposite appears to be the case. Many of
the developments described above have been met
with mounting public concern. Individuals have
reacted quickly and vehemently to revelations that
what they had assumed was private information
was available publicly from a growing number of
sources.

In public comment, individuals repeatedly told
the Work Group that government has greater ac-
cess to information about people’s lives than do
private-sector interests. Government collects per-
sonal information on license applications, entitle-
ments, hunting licenses and the like. Citizens are
required to provide personally identifiable infor-
mation as a pre-condition of receiving some ser-
vices or benefits from government. Government
is trusted with personal information and the writ-
ers’ expectations are that personally identifiable
information would be handled in a way that would
not break that trust. One writer expressed it this
way: “The citizenry of the great state of Washing-
ton highly values its trust and confidence in its
public servants ... to properly and adequately pro-
tect the individual, personal, and private interest
and safety, in all functions of society.”

The Work Group respects the concerns ex-
pressed through the many thoughtful comments
it received from members of the public on this
important question. In fact, the overwhelming
majority of comments from private citizens were
concerned with privacy. In response to the revela-
tions about the availability of personally identifi-
able information, writers called for additional
protections on privacy. Some writers suggested that

any privacy standards should be based on con-
sent. Importantly, they wanted both to curb the
amount of personally identifiable information in
circulation in a networked world and to be noti-
fied that information about them was being gath-
ered in the first place.

A number of writers expressed the fear that
they could become victims of crime through the
misuse of personally identifiable information. They
expressed concerns about the prospect of credit or
identity fraud and the risk of employment and in-
surance discrimination. The concerns extended to
fear that personally identifiable information might
be misused in cases of stalking and domestic vio-
lence. As one writer put it, “the simple fact is that
there are a lot of us out here hiding from someone
who wishes to do us harm.”

In the view of many writers, computerization
and digitization has brought with it the need for
more safeguards and the need to “fight harder” to
protect personally identifiable information. Some
writers cited what they viewed as a lack of en-
forcement of existing laws and a lack of recourse
in the case of violations. Still other writers ques-
tioned the necessity for the disclosure of person-
ally identifiable information from government
sources for secondary purposes, suggesting that
there are alternative sources of information through
consumer tracking and other private-sector ini-
tiatives.

Taken as a whole, public comment has tended
to revolve around three policy and process ques-
tions:

«  Who owns the unique copy of the record to
which all others refer?

«  What safeguards are in place to protect the
integrity of the unique copy?
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« What are the government’s responsibilities
related to secondary use of public records?

The majority report from the public is that
there is an imbalance between technological ad-
vances and existing privacy protections.

1. Legislative Background

Public policy on privacy “seeks to balance
business’ and government’s needs for access to
information with the individual’s expectations of
privacy.””® In the veto messages that created the
Work Group, the Governor recognized that the
group’s deliberations “will bring into focus a com-
plicated debate that will reveal conflicting values
about public records, privacy, the future of tech-
nology, and government accountability.””* Efforts
to balance these competing values have resulted
in both state legislation and citizen initiatives —
the Open Records Act and the Washington State
Privacy Act being the most prominent among them.

Privacy safeguards in Washington State stat-
ute includes a prohibition on the interception or
recording of “private” communications by phone,
telegraph, radio, “or other device” between two or
more people without consent.” There are also
statutory prohibitions on automatic dialing and
announcing devices for solicitation purposes™ and
unsolicited fax messages.”” The 1996 Legislature
amended the Open Records Act to include provi-
sions that address the accuracy, integrity and pri-
vacy of government records and information. It
instructs state agencies to “establish procedures for
correcting inaccurate information, including es-
tablishing mechanisms for individuals to review
information about themselves and recommend
changes in information they believe to be inaccu-
rate.”’®

In creating the Work Group, the Governor
affirmed that “Citizens’ right to be secure in their

private affairs and in their homes is essential to a
free society. Washington State is very protective
of people’s right to privacy against governmental
intrusions. The state constitution and Washington’s
Privacy Act afford greater protections than the
federal Constitution and privacy laws....””

For its part, the Open Records Act of 1972 —
passed by a citizen initiative — provides broad ac-
cess to government records to ensure the public’s
right to monitor government activities. “The people,
in delegating authority, do not give their public
servants the right to decide what is good for the
people to know and what is not good for them to
know. The people insist on remaining informed so
that they may maintain control over the instru-
ments that they have created.”®°

The Open Records Act also provides that “[t]his
law shall not be construed as giving authority to
any agency to give, sell or provide access to lists
of individuals requested for commercial purposes,
and agencies shall not do so unless specifically
authorized or directed by law.”8 The Open Records
Act also prohibits access to information “that is
highly offensive to a reasonable person and of no
legitimate public concern.”® In addition, the Leg-
islature and the courts have provided individual-
ized protection for many categories of records
regarding individuals, including health care, mo-
tor vehicles, taxes, arrests, Social Security num-
bers and the like.

In testimony before the Work Group, Dr. Ann
Cavoukian,® co-author of the book Who Knows:
Safeguarding Your Privacy in a Networked World,
situated the Washington Open Record’s Act in the
larger context of access and privacy legislation
around the United States and internationally.

Dr. Cavoukian expressed concern that the pro-
vision in Washington’s Open Records Act to pro-
hibit access to information “that is highly offensive
to a reasonable person and of no legitimate public
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concern” is a very high threshold and may be “too
high” if there is to be meaningful protection of
personal privacy. When in doubt, agencies are most
likely to err on the side of releasing information.
Dr. Cavoukian asked the Work Group to consider
the merits of a countervailing privacy provision
that would require greater care in the decision to
release personally identifiable information.

The Work Group has also heard from other
parties who have made the argument that any such
suggestion is “misguided.” Michael J. Killeen is
with the Communications and Media Law Depart-
ment of the law firm of Davis Wright Tremaine in
Seattle and legal counsel to The Seattle Times.2
In a submission to the Work Group, Mr. Killeen
wrote,

Policy makers should recognize the risks in
denying access based on overly broad con-
cerns about personal privacy — risks that
include loss of government accountability,
an increased likelihood that official abuse will
go undetected, less effective detection of dan-
gers to public health or safety, and increased
alienation of citizens from their government.
The guiding presumption must be that if
government has a reason to collect informa-
tion about an individual, that information
generally has an impact on the community,
and therefore citizens are entitled to it.%

Mr. Killeen further wrote that “[p]olicies aimed
at preventing misuse of public information should
be formulated narrowly, in a way that does not
unduly restrict access.” In a story not directly re-
lated to the Work Group’s activities, Seattle Times
executive editor Michael R. Fancher recently told
readers, “The Times has no interest in invading
the private lives of ordinary citizens. Our interest
is in maintaining the public’s access to informa-
tion about the performance of public institutions
or about public policy.”#

There may be common ground on this point.
The Work Group has no interest in restricting ac-

cess to information about the performance of public
institutions or about public policy. The Work
Group’s interest is the government’s duty to safe-
guard the private lives of ordinary citizens from
invasion.

The Work Group notes with interest that the
American Civil Liberties Union (ACLU) of Wash-
ington has begun an eighteen-month process to
develop policies on commercial access to govern-
ment records. In testimony before the group, ACLU-
Washington legislative director Jerry Sheehan
spoke of the organization’s conflict on the issues
related to commercial access. The ACLU histori-
cally has been a strong advocate of both access to
government information and privacy. The present
case is causing the organization to assess the two
values in juxtaposition with a view to striking a
balance between what appear to be competing in-
terests.

That said, Dr. Cavoukian and other privacy
advocates argue that openness in government and
privacy protections for the individual are not com-
peting but, rather, fundamentally compatible. She
writes,

[O]n one hand, the goal is to open the door
and give people access to information, while
on the other, the goal is to close the door and
prevent outsiders from getting your infor-
mation. But these two goals are seldom in
conflict, for they apply to two entirely dif-
ferent types of information — one public, one
not. Freedom of information applies to the
public records of the government, records that
are generally nonpersonal — that is, not about
specific individuals. Privacy protection ap-
plies to a different set of records — personal
information, associated with specific indi-
viduals. Public records should be accessible
to the public; private records should be kept
private, and used only for the purpose for
which they were obtained.®”

The director of the Washington, D.C.-based
Electronic Privacy Information Center, Marc
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Rotenberg, adds, “That there may be overlap be-
tween the public and the private does not dimin-
ish the essential importance of these principles.”®

IV. Privacy: A Right
in the Balance

The intersection of access and privacy is made
even more difficult to navigate in the present case
by rapid technological change and a historic prob-
lem with defining the concept of privacy.

In 1928, Justice Louis Brandeis called privacy
the right “to be let alone” and “the right most val-
ued by civilized men.” Privacy is often defined
negatively — that is, what it is not. For example,
invasion of privacy is seen as interference with an
individual’s private affairs. Such an invasion can
be warranted or unwarranted under law, depend-
ing on the purpose, the means employed and the
nature of the information sought. There is no single,
universally accepted definition of privacy. Nor are
privacy protections specifically guaranteed by the
U.S. Constitution, in contrast to freedom of speech,
press, and religion, although the Supreme Court
has recognized a Constitutional right of privacy.
As detailed in Appendix C, each of the 50 states
has had its own set of laws regarding privacy, cre-
ating unequal treatment of privacy from jurisdic-
tion to jurisdiction.

The rise of electronic records and the under-
lying digital and network technologies have put
privacy protections in play repeatedly over the
years. Consider the chronology of one example
from the federal government:

« The Privacy Act of 1974 was passed by Con-
gress to protect the privacy rights of citizens
from intrusions by the federal government.
The act prohibited the inter-agency exchange
of personally identifiable information held by
government agencies.

o The Paperwork Reduction Act (1980) effec-
tively allowed all personally identifiable in-
formation gathered by government to be made
available to any agency. Coupled with the pro-
liferation of automated technologies, the Act
allowed “computer matching” across data-
bases.

o The 1988 Computer Safeguards Bill was then
introduced to again limit the federal
government’s use of computer records.®®

As Dr. Cavoukian and her co-author suggest,
privacy rights invariably must be balanced against
other considerations — and those considerations
may change over time:

We do not suggest that privacy is an abso-
lute right that reigns supreme over all rights.
It does not. However, the case for privacy
will depend on a number of factors that can
influence the balance — the level of harm to
the individual involved versus the needs of
the public.®®

Given that criteria, there would be a different
balance struck for the release of personally identi-
fiable information about a convicted sexual preda-
tor who has been released into a community than
for a person in the same community who is HIV-
positive. Protecting the identity of the predator may
put children in harm’s way. Disclosing the name
of the HIV-positive individual may lead to loss of
employment, benefits and housing.

Judging by public comment received by the
Work Group and the media coverage of these is-
sues, there is a growing concern that electronic
records are both infinitely changeable and disturb-
ingly durable. The public concern can be fairly
summarized as follows:

. If you are alive, you are constantly creating
records about yourself. That these records can
be gathered, co-mingled and compared can
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tell others more about you than you ever in-
tended. Those records are also difficult to
evade.

« Moving to a new town no longer affords the
opportunity to re-create yourself. Before long,
your employer, banker and local retailer prob-
ably have a pretty good idea of where you
have been and what you have been doing.
Depending on their resourcefulness, they can
probably discover a skeleton or two — even if
it has no bearing on your current life or rela-
tionship with them.

« Thatrecords can now follow you most every-
where points to the loss of “social forgive-
ness.” Even minor misdeeds can follow
otherwise solid citizens for life. In a networked
world, there may be nowhere left to exercise
your right “to be let alone.”

V. Digital Records: Pendulum

Swinging Back

In her testimony before the Work Group, Dr.
Cavoukian commented on the impact of digital
technology on personally identifiable information
and the growing concern in the public about how
information about individuals is handled in both
the public and private sectors.

She said the recent Lexis-Nexis P-TRAK con-
troversy was an illustrative example of “driftnet
data fishing,” highlighting the impact of digital
technology on records stewardship. In a paper-
based world, records were discrete and had to be
compared and compiled by hand in a difficult and
time-consuming process. However, the emerging
digital environment lends itself to the ready co-
mingling of once-discrete records.

Dr. Cavoukian said the short answer to the
question before the Work Group was that one can-
not provide absolute safeguards for personally

identifiable information when public records are
released for commercial purposes. However, the
long answer was that there were a number of steps
that can be taken — voluntary privacy codes, physi-
cal and computer security provisions, and the re-
daction of personally identifiable information —
to provide some safeguards for citizens and their
personal information. If those steps are taken, it is
possible to re-introduce at least some level of “so-
cial forgiveness.”

Before a decades-long automation process
began in government, paper searches provided a
form of protection because of the effort required
to find the information. It was a cumbersome pro-
cess that discouraged all but the most motivated
requester. The gathering of personally identifiable
information in searchable databases creates risks
today that did not exist before. After years of fo-
cusing on the automation process, the pendulum
appears to be swinging back to consider the com-
bined effects of all such technological advances
on personal privacy. It is not that the public is
relaxing its demands on government for efficiency
and responsive service delivery. More to the point
is that the public expects the benefits of those ef-
ficiencies without compromising its personally
identifiable information.

VI. Prospects for Self-Correction

The Work Group was asked by the Governor
to address safeguards for personally identifiable
information when public records are released for
business or commercial purposes. As will be dis-
cussed below, there are measures that government
can take to protect personal information provided
by citizens.

Everyone exchanges information for other
information and benefits everyday. Much has been
written elsewhere about what citizens can do for
themselves to restrict the circulation of personal
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information about them. The Work Group concurs
with the major theme that runs through this mate-
rial — that individuals consider the privacy impli-
cations of engaging in day-to-day transactions in
the marketplace.

There is no single solution to the vexing pri-
vacy challenges inherent in a digital, networked
environment. Personal responsibility and proper
government stewardship must be matched by
meaningful privacy protections by the private sec-
tor if personally identifiable information is to be
safeguarded when public records are released for
commercial purposes.

It is difficult to overstate the importance of
safeguards in the private sector. Given the mas-
sive volumes of information it accumulates, com-
pounded by ever increasing capabilities to
co-mingle once-discrete databases, the private sec-
tor is probably more important in terms of its im-
pact on privacy than the governments from which
it acquires information.

Government’s increasing reliance on public-
private partnerships and privatization has raised
concerns in some circles about data integrity and
personal privacy. In fact, as discussed below, leg-
islative and contractual procedures are in place,
although they vary from agency to agency — and
program to program.

There is a strong case to be made for the com-
petitive advantages of privacy protections in the
private sector. Privacy advocates see this model as
one way to help ensure the legal and authorized
use of public records. Government could impose
the same threshold for handling confidential
records in the private sector as exists in the public
sector — an oath of secrecy or contractual obliga-
tions to comply with privacy code in order to have
continued access to the records. Representatives
from the Polk Company and Commercial Infor-
mation Systems (CIS) have told the Work Group

that they have voluntarily imposed these kinds of
restrictions on themselves.

Those who advocate the idea that there are
competitive advantages derived through privacy
protections in the private sector recognize that:

[S]ome business needs legitimately require the
collection of personal information. But the
two goals of needing information for legiti-
mate business purposes and privacy protec-
tion need not be mutually exclusive. Instead
of competing against each other, the two can
join forces if privacy-protective practices are
built into one’s business. In these times of
fiercely competitive markets, if protecting
consumer privacy is viewed as a component
of good business practice, then privacy need
not be treated as an adversary — it can be
made an ally. When a company designs its
products and services with privacy in mind,
it also enhances the security of its informa-
tion holdings, which in turn enhances cus-
tomer confidence. That trust has considerable
value.®

While this approach may seem counter-in-
tuitive initially, it may be the basis of a self-cor-
recting process over time. Dr. Cavoukian cautions
that any self-correcting process will require exter-
nal intervention to act as a catalyst to begin the
necessary behavioral change. She said the private
sector must be given a “nudge” to move in the
right direction. Those “nudges” must come from a
combination of public pressure and governmental
direction.

Work Group members said the prospect of
eventual self-correction should not prevent gov-
ernment from taking timely action to mitigate
against possible harm to personal privacy.

VII. Research Disclosure

The Work Group recognizes there are frame-
works in place to deal with sensitive records in
specific areas. The procedures used for research
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disclosure of confidential, electronic records may
be instructive in developing a wider public policy
framework.

State agencies receive frequent requests for
disclosure of confidential records for research pur-
poses. In some state agencies, requests made for
research access are submitted to an institutional
review board for consideration. Using a frame-
work grounded in federal human subjects protec-
tion regulations,® the board reviews each request
in terms of the scientific merit of the proposed
research and the amount of “risk” involved in dis-
closing the confidential records. The board’s deci-
sions are binding, and may vary from denial of
the request (e.g., the proposed study has no scien-
tific merit) to disclosure with no conditions (e.g.,
the study is sound and needs only unidentifiable
records), with many gradations in between.

Requests that involve a relatively high-risk
disclosure of sensitive information are reviewed
at a convened meeting of the board; the board
may require the signed consent of the person to
whom the record pertains as a condition for dis-
closure. Requests that are low-risk may be reviewed
through an expedited process; in this case, the
records could be disclosed without signed con-
sent. Requests that do not involve disclosure of
“identifiable” information may be reviewed and
approved administratively by review board staff.

The institutional review board process for re-
viewing research requests for confidential records
is a model available to all state agencies. Wash-
ington State agencies that are included in RCW
42.48 (Release of Records for Research) may dis-
close confidential electronic (or paper) records re-
quested for research purposes under procedures
defined in this law. These records are exempt from
public disclosure under RCW 42.17.310, and thus
their disclosure is at the agency’s discretion. Fur-
ther, under 42.48.030, the agency is allowed to

impose reasonable charges to recover the costs of
providing the records.

Under RCW 42.48.010, “state agency” cur-
rently means the Department of Social and Health
Services, the Department of Corrections, institu-
tions of higher education, and the Department of
Health. The Health Care Authority has requested
legislation to be added to this list.

Under RCW 42.48, a state agency may dis-
close confidential personal records for research
purposes without the informed consent of the per-
son to whom the records pertain if the agency has
adopted human-research review and approval rules
that include the appointment of a standing hu-
man research review board (i.e., institutional re-
view board), and the review board determines:

. thedisclosure request has scientific merit and
is relevant to the agency’s program concerns;

« the research would not be feasible without
disclosure of the records in identifiable form
and without waiver of informed consent;

« thedisclosure risks have been minimized, and
remaining risks are outweighed by anticipated
health, safety, or scientific benefits;

« the disclosure does not violate federal law or
regulation; and

. alegally binding confidentiality agreement is
established between the researcher and the
agency.

The researcher requesting access to the con-
fidential electronic records must submit a research
proposal for review and approval by the institu-
tional review board. If the proposal is approved,
review board staff draft the required confidential-
ity agreement. The agreement limits the disclo-
sure to only those records that are needed for the
research; extract files rather than source files are

92 45 CFR 46.
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disclosed. The agreement also defines the limits
on the use of the confidential records (they can
only be used for purposes documented in the re-
search proposal), defines the specific safeguards to
ensure security and confidentiality, prohibits re-
disclosure of the records or record information,
and requires the researcher to provide written cer-
tification to the agency that all identifiers have
been destroyed when the research is completed.
The agreement becomes effective when signed by
the researcher and by the agency administrator
responsible for the records to be disclosed.

The institutional review board requires that
all changes in study plans be reviewed and ap-
proved in advance, and requires submission of
annual progress reports for continued approval of
the research.

Violation of the terms of the confidentiality
agreement by either the researcher or the state
agency is subject to a civil penalty of not more
than $10,000 for each violation. In addition, un-
authorized disclosure by the researcher who re-
ceived the confidential records is a gross
misdemeanor.®

VIII. Disclosure of Proprietary
Business Information

As the Work Group examined issues related
to the consistent handling of personally identifi-
able information in areas related to commercial
access, a number of parties raised concerns about
the uneven handling of proprietary business in-
formation.

Fully one third of the exemptions of the Open
Records Act address the commercial sector. Yet,
like some personally identifiable information, cer-
tain proprietary business information that is ex-
empt from disclosure under one set of statutes is
subject to disclosure under other statutes.

At issue is business information that derives
independent economic value, actual or potential,
from not being known to competitors or other
persons who can obtain economic value from its
disclosure and use. Any new measures to address
this problem should not apply to the disclosure of
statistical information aggregated from the pro-
prietary business information in such a way that
the submitting party or the details of the informa-
tion are not identified.

In the Work Group’s view, businesses should
not be placed at a competitive disadvantage due
to inconsistent disclosure provisions associated
with state regulation and reporting requirements.

|X. Spanning the Gap:
Government Action

Public comment before the Work Group re-
flected, in part, the hope that government can be
trusted to protect personally identifiable informa-
tion. In this respect, government must act as a
barometer for public sentiment and concern.

Government Responsibility

Government often holds the unique authori-
tative record on matters of public concern — and
intense personal consequence. The Work Group
believes government must show leadership in safe-
guarding personal privacy. The rapid increases in
unauthorized access to personally identifiable in-
formation via the Internet has prompted some to
question the utility of limiting the circulation of
such information from only one of many sources.
However, when that single source is government,
there are compelling reasons to provide safeguards:

« Public Trust: The Work Group believes that
digital stewardship is foundational to the pres-
ervation of public trust and confidence in gov-
ernment. The Work Group also recognizes that
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open government is a necessary pre-condi-
tion for public trust.

« Public Benefit: The Work Group has already
explained its rationale for believing that the
greatest public benefit is realized when pub-
lic records are used within their “original or-
bit.” Any public records released for
commercial purposes should be limited to tar-
geted use within their original orbit — that is,
the purpose for which they were collected.
General or secondary use of records should
be restricted.

. Data Integrity: Privacy protections are likely
to encourage individuals to provide more com-
plete, current and — by extension — accurate
information.

Government Action

Legislation

The Work Group favors legislative changes
that would allow the “salting” of lists of individu-
als in order to identify abuse under the Open
Records Act. Under current law, there are no pen-
alties for agencies that improperly provide the list.
There are no penalties if a company misrepresents
how it will use the list or if it passes it on to a
second party that uses the information to contact
people on the list.

A white paper developed for the Work Group
explained that businesses would be warned up
front of possible penalties and the fact they could
be sued for damages. The threat of loss of access
to records would likely prove to be the greatest
disincentive to commercial interests. In addition,
the white paper suggested the introduction of fi-
nancial disincentives for abuse, such as assessing
a penalty on a per-name basis for each violation.
As envisioned, the state would charge a penalty
on a per-name basis for each violation. The po-

tential for creating a financial disincentive is con-
siderable given the size of the databases involved.
Some databases contain thousands of names —
other databases hold names that number in the
millions.

The Work Group has also discussed the rela-
tive merits of revisiting the definitions in statute.
There has been discussion about differentiating
between public and private information in gov-
ernment records. There has also been discussion
of creating a legal distinction between commer-
cial and business use.

Finally, the Work Group’s deliberations are
coincident with at least three other activities in
state government that touch on privacy issues:

«  The Department of Licensing is requesting leg-
islation to reconcile state law with provisions
of the federal Driver’s Identity Protection Act.

. Thereisalegislative proposal related to back-
ground checks provided through the Wash-
ington State Patrol.

« The Department of Licensing and the Wash-
ington State Patrol were directed by the Gov-
ernor to “conduct a study regarding the
feasibility and privacy implications of pro-
viding driver’s license data to private enti-
ties.”®* The Governor has also asked that the
study be delayed so the Work Group’s find-
ings could be taken into consideration.

Contractual Limitations

Agencies and authorized commercial inter-
ests enter into contractual agreements that define
permissible use and prescribe penalties for abuse.
The sanctions are often cast in terms of loss of
access to the data. As a matter of practice, some
commercial interests “salt” (or use tracers on) lists
in their possession to ensure their customers are

%4 ESHB 2343 (Full Veto).
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using the information in ways consistent with their
contracts.

The larger information and marketing indus-
tries have responded to recent revelations about
privacy breaches with increased reliance on inde-
pendent audits and the introduction of voluntary
privacy codes.

The Work Group believes there may be merit
in providing for both “salting” of lists of individu-
als and compliance audits in structuring contracts
between public entities and private sector infor-
mation vendors.

System Design

Concurrent with the revolutionary develop-
ment of electronic information technologies has
come increasing public demand for electronic ac-
cess to information generated and held by gov-
ernments at all levels. By and large, government
agencies have met this increasing demand with a
full spectrum of reactions, ranging from deep con-
cern and resistance to delight and frustration.

Availability, cost, and privacy are probably
three of the four major issues to be addressed as
governments move inexorably toward more elec-
tronic access to government information by the
public (the fourth being commercial access). Of the
four issues, privacy is probably of most concern to
the public at large. Of course, if the disclosed in-
formation does not contain personally identifiable
information, almost all privacy concerns disap-
pear. Using current systems, providing access while
protecting privacy to the extent provided in law is
a problem for governments at all levels. However,
information systems are modified, even replaced,
at a faster rate than most government tools and
other properties. As more and more government
information is made available electonically, gov-
ernment agencies at all levels should give serious
consideration to dealing wth the privacy issues by

elevating privacy to a design element in new and
modified systems.

With sufficient solidarity among government
jurisdictions at the federal, state, and local levels,
the vendor community would receive the message
that this was to be a design element necessary in
any system the government would purchase from
them.

The difficulties and prohibitive costs associ-
ated with retrofitting existing computer systems
with the capability to mask (or redact) personally
identifiable information point to the need to build
flexibility into system design at the ground floor.
Governments and their private partners in com-
mercial release should build privacy into all pro-
grams and systems at the design stage. An
assessment of the cost of privacy provisions should
be part of the decision package for new systems.

Washington State is by no means alone in its
efforts to find privacy-friendly solutions in its han-
dling of personally identifiable information. As a
significant purchaser of information technology,
government may be in a position to influence de-
sign decisions by vendors —making it clear that it
will only buy those systems that safeguard pri-
vacy through the redaction of personally identifi-
able information or some other means.

X. Summary

In answering the question, How can citizens
be assured that personal information about them
will be safeguarded when public records in elec-
tronic format are released for business or commer-
cial purposes?, the Work Group finds:

. privacy policies must seek to balance busi-
ness and government needs for access to in-
formation with the individual’s expectations
of privacy.
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government has no interest in restricting ac-
cess to information about the performance of
public institutions or about public policy.

government has a duty to safeguard the per-
sonally identifiable information of ordinary
citizens from abuse. The duty extends to the
notification of individuals of the procedures
in place for the inspection of information held
about them, pursuant to RCW 43.105.310.

revelations about high-tech privacy breaches
are fueling concern among citizens about the
handling of their personally identifiable in-
formation.

strong privacy protection can be a competi-
tive advantage in the private sector.

the public expects government to safeguard
their personally identifiable information from
inappropriate use.

private-sector industry groups have responded
to public concern by introducing voluntary
codes of practice to protect privacy.

the provision in Washington’s Open Records
Act to prohibit access to information “that is
highly offensive to a reasonable person and
of no legitimate public concern” is a very high
threshold to meet in protecting privacy, but
provides for relatively open access to records
by the public.

consistent with the code of Fair Information
Practices, the collection of personal informa-
tion should be limited to that which is neces-
sary to fulfill legislative mandates of respective
agencies.

any public records released for commercial
purposes should be limited to targeted use
within their original orbit — that is, the pur-
pose for which they were collected.

general or secondary use of records should be
restricted.

after years of focusing on the automation pro-
cess, there is a growing public concern about
the combined effects of technological advances
on personal privacy.

government, the private sector and individu-
als all have roles to play in safeguarding per-
sonally identifiable information.

strong privacy protection can be a competi-
tive advantage in the private sector.

the Work Group recommends legislative pro-
visions to allow and possibly require the “salt-
ing” of lists to detect unauthorized use of lists
of individuals, reinforced through an audit
provision.

contractual obligations with information
resellers can increase accountability for un-
authorized use.

loss of access may be a more effective disin-
centive than monetary penalties alone.

flexibility in the handling of personally iden-
tifiable information to meet a variety of ac-
cess circumstances should be a basic and
ubiquitous requirement for new systems de-
sign and for major system upgrades.
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Public Stewardship

Redirecting Taxpayer Subsidy to
Commercial Access to Encourage,
Support and Ensure Public Access

The Work Group’s Answer to Question 3
in its Charter

If public records in electronic format are to be
released for business or commercial purposes,
how should the state allocate and recover costs?

l. Introduction

The allocation and recovery of costs related
to commercial access represent important and con-
troversial public policy issues, perhaps second only
to those raised by questions of personal privacy.
To be clear, the Work Group affirms that taxpay-
ers should not pay to inspect information collected
by government at taxpayer expense. Nor should
charges for commercial access be used as a finan-
cial disincentive to limit the accountability of pub-
lic institutions.

The Work Group also believes any cost re-
covery for commercial access must be based on
allocating costs related to providing enhanced ac-
cess — not the ‘selling’ of public records. In the
Work Group’s view, cost recovery for commercial
access is not ultimately about generating new rev-
enues — it is about being deliberate about what
should be subsidized by tax dollars.

The allocation of costs associated with build-
ing and maintaining public electronic delivery sys-
tems for government information is an overriding
concern of both government agencies and con-
sumers. Government decision-makers are rightly
concerned that the costs associated with building
and maintaining public electronic delivery sys-
tems do not overly burden already-scarce gov-
ernment resources. Government and citizens are
rightly concerned that electronic access to gov-
ernment information not impose greater costs to

the end user, potentially widening the gap between
the so-called “information haves” and “have-nots”
based on their ability to pay.®

In recent years, Washington State policy mak-
ers have grappled with these funding issues. In
1994, the Legislature created the Public Informa-
tion Access Policy Task Force,® to address public
electronic access issues and recommend strategies
for widespread electronic public access to govern-
ment information. In its final report, the Task Force
urged the Legislature to “clarify and resolve re-
maining costs, funding, and fees issues.”’

For its part, the current Work Group was asked
to address the narrow issue of cost recovery only
as it relates to commercial access to government
electronic records. The Work Group is concerned
that policies which mandate that electronic gov-
ernment information be provided at low or no cost
to commercial interests would in effect provide a
substantial and largely invisible taxpayer subsidy
of those commercial enterprises — even where most
taxpayers will not use the electronic services and
thus receive no offsetting public benefit.

The Work Group believes state information
policies must balance the goals of broad electronic
public access to government information with the
government’s need for such services to be eco-
nomically viable, recognizing that electronic de-
livery systems will not develop fully without
adequate provisions for cost recovery. Of course,
where the Legislature makes a specific finding that
a particular electronic service serves a broad pub-
lic constituency and a compelling public interest,
it can surely choose to fund services through leg-
islative appropriations and not through user fees.
However, where such funds have not been allo-
cated, it is wholly appropriate for the state to con-
sider cost-recovery options for commercial release.

Chapter 5

% See, e.g., “A New Divide Between
Have and Have-Nots?” Time
Magazine On-Line at the URL:
http://www.pathfinder.com/

@ @zRNJAWAAAAAAADgA/time/
magazine/domestic/1995/special/
special.society.html; “Principles
on Public Information/Request
for Comments,” 60 Fed. Reg.
30609 (National Commission on
Libraries and Information Science
1995).

91994 Wash. Laws Ch. 40, codified
at RCW 42.17.261 (1994).

97 public Information Access Policy
Task Force, Report and Recom-
mendations: Encouraging
Widespread Public Electronic
Access to Public Records and
Information Held by State and
Local Governments, December 1,
1995: 16.
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98 |an Rowlands, “The Public-
Private Debate Revisited,” Library
and Information Research News,
Vol. 15, No. 54. (Summer, 1992),
p. 24.
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Il. Public Stewardship in a
Changing Environment

Data collected by the government and main-
tained in electronic format is the great undevel-
oped public resource of the 21st Century. It was
created through public investment in technologi-
cal infrastructure and it belongs to the people. The
people have a fundamental right to the data for
personal use and to monitor their government. To
state it plainly, government must not interfere with
individual access to data or access by the public
for public purposes.

However, government must also realize that
data is the means of production in an information
society. Failure to recognize the economic value
of data and to develop policies to ensure equitable
exploitation will result in huge profits for a few at
the expense of many.

It seems reasonable that government recover
the cost associated with keeping data and the in-
frastructure that supports it current and useful.
Without a coordinated and thoughtful policy on
commercial access to government electronic
records, government will continue to give away
valuable public resources. Without public debate
and a well-considered policy, 21st-Century tax-
payers will continue to lose their public assets with
the quiet efficiency only computer systems can
produce.

The stakes in the new economy are enormous.
By one estimate, sales of digital information in the
United States generated $9.2 billion in 1990.% This
industry, which has grown exponentially this de-
cade with the advances in networked technology,
does not need a taxpayer subsidy. Yet that is the
effect of commercial release as it is now structured
in many instances. As early adopters of new tech-
nologies, commercial interests benefit dispropor-
tionately from electronic information systems
developed by government on behalf of the public.

The subsidy is both large and largely invisible. It
is reasonable to expect that taxpayers would re-
ceive some return on their investment when the IT
systems built on their behalf are used for private
gain.

At the same time, public-policy makers must
resist the temptation to reverse the trend by estab-
lishing rates that are punitive to private-sector com-
mercial interests. As has been established in the
discussion of the first question, “legitimate busi-
ness use” of public records provides some degree
of public benefit. It is counterproductive to drive
commercial providers out of a legitimate business
use that furthers a public mission — directly or
indirectly.

The key in this discussion is balance — a bal-
ance that results in what one witness called a “win-
win-win” for government, business and the public.
If the rate card skews high, business loses its mo-
tivation for being involved in such enterprises. If
the rate card skews low, subsidies to commercial
interests draw resources away from other govern-
ment functions. A balanced rate card — where tax-
payer subsidies to the commercial sector are
unwound — provides equal commercial access to
all competitors, furthers a public mission and eases
demands on tax revenues.

[1l. Models for Cost Recovery

“Cost recovery” has been used in its generic
sense by the Work Group and in the Governor’s
veto messages. It serves as a succinct shorthand
for efforts to do what the terms suggests — recover
the costs associated with providing information.
In principle, an agency would recover all its costs
and not draw resources away from its legislatively-
mandated mission. In practice, full cost recovery
is illusive. As documented in the agency survey
conducted by the Work Group, agencies are able
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to offset costs to one degree or another but none
are able to realize full cost recovery.

Some have contended that statutory
provisions® prevent agencies from realizing full
cost recovery, although there is an allowance for
agencies to levy additional charges if they can be
justified. That this allowance for justifying addi-
tional charges has gone virtually unused may point
to a larger problem with which the information
sector is still grappling.

Simply put, we do not know enough about
information as an economic unit. The problem,
according to Peter F. Drucker, is:

[Hlow knowledge behaves as an economic
resource, we do not yet fully understand; we
have not had enough experience to formu-
late a theory to test it... We can, of course,
estimate how much it costs to produce and
distribute knowledge. But how much is pro-
duced ... we cannot say.'®

Given the ambiguity concerning information
as an economic resource, it may be helpful to be
more precise in those areas where there is greater
historic understanding. The shorthand of cost re-
covery does not allow a detailed understanding of
the many approaches to assessing the value of
information in an open economy.

With the assistance of experts from the in-
dustry and the academy, the Work Group engaged
in wide-ranging discussion of funding options. The
discussion that follows shifts the focus from cost
recovery as a shorthand for an all-encompassing
public policy objective to cost recovery as one of
a number of approaches to be considered in at-
tempting to reach that broader objective.

No Cost

Some agencies choose not to charge for in-
formation. The proliferation of agency home pages
on the World Wide Web testifies to a concerted

effort to communicate with the public at no cost
in the electronic environment. A no-charge strat-
egy can be effective in advancing an agency’s
policy objectives — particularly as they relate to
public access and public information efforts.

However, the no-cost alternative for commer-
cial access represents the highest possible level of
taxpayer subsidy of business interests.

Cost Recovery

Cost recovery, narrowly defined here as a
model for setting a fee schedule, bases pricing on
the cost of production. The calculation includes
the costs of making copies and handling charges.
It may also include system-development costs and
data-conversion costs. In some jurisdictions, sys-
tem-maintenance costs are included in the calcu-
lation.

In Washington State, cost recovery for public
access is confined largely to the cost of copying
and related staff time.

The Work Group’s survey of current practices
documented widespread concern among agencies
about cost recovery as it relates to commercial
access. Agencies are concerned that cost recovery
does not account for the need to stay abreast of
technological advances over time. Cost recovery
that is tied exclusively to the cost of production
even for commercial access effectively precludes
system refurbishment and improvements — the very
improvements needed to meet the increasingly
sophisticated demands of commercial users.

Agencies also reported difficulties in adapt-
ing a cost-recovery approach rooted in assump-
tions from paper-based records management to the
new electronic environment. Fully 41 percent of
respondents reported difficulty in tracking actual
costs — including staff and computer-processing
time — for all phases of processing a request.

99RCW 42.17.260 states:

(7) Each agency shall establish,
maintain, and make available for
public inspection and copying a
statement of the actual per page
cost or other costs, if any, that it
charges for providing photo-
copies of public records and a
statement of the factors and
manner used to determine the
actual per page cost or other
costs, if any.

(@) In determining the actual
per page cost for providing
photocopies of public records, an
agency may include all costs
directly incident to copying such
public records including the
actual cost of the paper and the
per page cost for use of agency
copying equipment. In determin-
ing other actual costs for
providing photocopies of public
records, an agency may include
all costs directly incident to
shipping such public records,
including the cost of postage or
delivery charges and the cost of
any container or envelope used.

(b) In determining the actual
per page cost or other costs for
providing copies of public
records, an agency may not
include staff salaries, benefits, or
other general administrative or
overhead charges, unless those
costs are directly related to the
actual cost of copying the public
records. Staff time to copy and
mail the requested public records
may be included in an agency’s
costs.

(8) An agency need not calcu-
late the actual per page cost or
other costs it charges for provid-
ing photocopies of public records
if to do so would be unduly
burdensome, but in that event:
The agency may not charge in
excess of fifteen cents per page
for photocopies of public records
or for the use of agency equip-
ment to photocopy public
records and the actual postage or
delivery charge and the cost of
any container or envelope used
to mail the public records to the
requestor.

100 peter F. Drucker, Post-Capitalist
Society, New York: Harper
Business: 1993: 183, 185.
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101 Reijo Savolainen, “Fee or Free?:
The Socio-economic dimensions
of the charging dilemma,”
Journal of Information Science
16 (1990): 146.

102 viictoria Lemieux, “Selling infor-
mation: what records managers
should know,” Records Manage-
ment Quarterly, Vol. 30, No. 1;
Pg. 3.

103 |nformation Network of Kansas.

104 Access Indiana Information
Network.

105 |nformation Network of Arkan-
sas.

106 Nebrask@ Online.

07 GeorgiaNet.
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Value Pricing

Value pricing recognizes that users — particu-
larly business users in the case of commercial ac-
cess — all have different information needs and
different resources. Under value pricing, rates are
set based on the “value connected with the sub-
jective evaluations of the individual information-
seeker assessing how adequately the information
content consulted meets his expectations and to
what extent it is capable of satisfying his informa-
tion needs.™

The subjective assessments by business users
extend beyond supply and demand, and are based
on convenience, the availability of alternatives and
the benefits of the value-added information com-
pared to other costs of doing business.

Value pricing has become a popular approach
with the rise of digital technologies. Digital infor-
mation often has more value to commercial users
than the paper-based equivalent because of its
malleability. Information in digital form can be
easily customized to meet specific needs — and
made available on demand, seven days a week, 24
hours a day.

The premiums associated with value pricing
are often attractive to business users when com-
pared to the costs of available alternatives. De-
spite initial resistance in some cases, testimony
before the Work Group indicated that business users
come to favor value pricing for the added conve-
nience and, ultimately, cost savings. On-line, on-
demand retrieval of records necessary for
conducting business — even when value priced —
cost a fraction of the cost of couriers and lost time
associated with manual retrieval. In other words,
the marginal costs to business of enhanced elec-
tronic access to government records often reduces
the cost of doing business for private-sector en-
terprises. For example, the adoption of value pric-
ing reduced the cost of receiving certain court

records for a large-volume business user (Dunn
and Bradstreet) from $1 per judgment to 40 cents.

In the Work Group’s view, value pricing of
information would be appropriate only in the con-
text of commercial access. If the Legislature was
to consider this model, it should include provi-
sions whereby the revenues from value pricing for
commercial access would be reapplied to support
public access and refurbishing infrastructure.

Public-Private Partnerships

In testimony before the Work Group, com-
mercial interests expressed the concern that pub-
lic entities may have an unfair competitive
advantage because of their legislative monopoly
over data collection.

A number of state and local governments have
found innovative ways to address this concern.
As a recent article in Records Management Quar-
terly notes, “One policy option that seems to give
publicly-funded agencies the advantages of sell-
ing information without the possibility of raising
guestions about unfair competitive practices is to
have publicly-funded organizations sell their in-
formation by-products to consumers through a
private sector agent.”102

A model pioneered in Kansas!®® has been
adopted by Indiana,’®* Arkansas,’®® and Ne-
braska.l®® An existing initiative in Georgial” is
being refashioned around this model. Similar ap-
proaches are employed in New Mexico and by lo-
cal governments in California.

The key characteristics of this model include:

o PUBLIC-PRIVATE PARTNERSHIP: The
model relies on a public-private partnership that
uses private capital, private employees and pri-
vate initiative to expand government services. The
model uses public regulation to safeguard the
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public’s interest from unfair monopoly or exploi-
tation.

o CENTRALIZED BUT NON-EXCLUSIVE:
The private partner has a non-exclusive license
for state agency access. For their part, state agen-
cies are able to refer inquiries to a central clear-
inghouse, thereby removing a significant workload
from public servants. The central clearinghouse
is a shared statewide resource that prevents du-
plicative and wasteful efforts by individual agen-
cies to set up separate information-access systems.

« ENHANCED AND EQUAL COMMER-
CIAL ACCESS: The entities created by this model
do not sell information, they sell enhanced ac-
cess to public information. Commercial for-profit
information resellers become customers — not
competitors — of the partnership. Under such a
plan, all of the commercial resellers enjoy equal
access to the clearinghouse.

« CONVENIENCE: Commercial subscrib-
ers are willing to pay for the convenience and
immediacy of accurate state public information
— on an on-demand, as-needed basis.

« AGENCY OVERSIGHT/ PUBLIC OWN-
ERSHIP: Public entities remain responsible for
their data. The partnership agreement does not
change the ownership of public records.

« PUBLIC ACCOUNTABILITY: Under part-
nership agreements, the state retains oversight of
the clearinghouse but relinquishes day-to-day op-
eration to the private partner. The partnership is
constituted with a balanced board that represents
public agencies, the private partner and users. The
board works to anticipate and resolve problems.

. ENHANCED PUBLIC ACCESS: Public
access to public information by electronic means
is enhanced by the use of a properly managed
public network. The network (or clearinghouse)

provides public access to information for free —
which really means it is subsidized by commercial
access. For example, Access Indiana provides free
access to 10,000 pages of information based on
revenues from 15 pages for which there is a sur-
charge.

In testimony, Dr. Mark Haselkorn, Chair of
the Department of Technical Communication
within the College of Engineering at the Univer-
sity of Washington, told the Work Group that pub-
lic-private partnerships focus attention on the
question of “value” — where it resides, how it is
added, by whom and under what circumstances.
Partnerships effectively recast public infrastruc-
ture as a development environment for commer-
cial interests that seek to repurpose public
information. According to Haselkorn, in every case
where products and services that rely on taxpayer-
supplied infrastructure are brought to market, the
relationship should be structured as a public-pri-
vate partnership.

In related testimony before the Work Group,
John Doktor of the Public Sector Marketing Group
said a successful partnership requires both parties
to recognize what each brings to the relationship.
The public entity must guard against seeing the
partnership solely in terms of an opportunity to
shift risk to the private partner. For its part, the
private partner must acknowledge the value that
government brings to the relationship. The public
entity is steward of unique, authoritative records
— not simply a “raw resource” — and has an inti-
mate knowledge of the collected data and the sys-
tems that support it.

Doktor, a self-described proponent of value
pricing for commercial access, also told the Work
Group that partnerships do not necessarily mean
that risks and rewards are shared equally. Typi-
cally, greater risk is assumed by one partner. In
such cases, the risk-bearing partner is allocated 80
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108 A amended in 1992, the Act
states:

The people of this state do not
yield their sovereignty to the
agencies that serve them. The
people, in delegating authority,
do not give their public ser-
vants the right to decide what
is good for the people to know
and what is not good for them
to know. The people insist on
remaining informed so that
they may maintain control over
the instruments that they have
created. The public records
subdivision of this chapter shall
be liberally construed and its
exemptions narrowly construed
to promote this public policy.

RCW 42.17.251 (1994). The Act
exempts from disclosure 33
categories of government
documents, including personal
information in files of public
school students, hospital pa-
tients, welfare recipients, public
agency employees and ap-

pointed or elected officials. See,

for example, RCW 42.17.310
(1994).

109 RCW 42.17.300 (1994).
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percent of the benefit. Importantly, the other part-
ner still receives 20 percent of the benefit, with
any financial returns tied to the success of the part-
nership.

Washington State is clearly not alone in its
efforts to adopt policies within its public mission
that also reflect the fundamental shifts that come
with the emerging information-based economy.

The Work Group also believes that there are
two conventional economic models that are not
consistent with proper public stewardship of pub-
lic records — optimal and marginal cost pricing.

. Optimal Pricing assigns value to infor-
mation based on what the market will bear — with
no consideration given to the cost of producing
the product or non-monetary benefits of moder-
ating the cost. The propriety of such a market-
driven approach in the context of an agency’s
public mission is suspect. Further, a strategy to
maximize profits (while wholly appropriate in the
private sector) does not fit well with the primary
public-sector motivation for commercial access —
generating revenue to maintain or improve ser-
vice levels.

« Marginal-Cost Pricing also focuses on
what the market will bear, calculating that the
marginal cost of producing an additional unit of a
product is equal to the amount of additional rev-
enue that is to be gained by selling an additional
unit. Unlike optimal pricing, marginal-cost pric-
ing does account for the cost of production but
does not lend itself to the public-purpose dynamic
at the core of public records management.

The Work Group encourages the Legislature
to incorporate structures that protect and promote
the value of public infrastructure to the commer-
cial information sector.

Until such time that information is better un-
derstood as an economic unit, public entities can
mitigate risk by taking at least four steps:

1. Contracts with the private-sector for informa-
tion should be non-exclusive in nature. Ex-
clusive contractual arrangement may thwart
innovation and competition in the private sec-
tor.

2. Contracts should have a limited-time horizon.
Long-term contracts limit government’s abil-
ity to adapt to change and correct oversights
in the original arrangement.

3. Contracts should contain certain safeguards
on personally identifiable information, with
sanctions clearly articulated.

4. Contracts should not confer ownership of pub-
lic records on any third party. Public records
are held as a public trust and government, as
steward, must retain ownership rights and re-
sponsibilities for the data.

IV. Distinguishing Records
from Delivery

The creation of documents should be distin-
guished from their delivery. The government is the
public trustee of all records it creates or main-
tains. Under the Open Records Act, a person has
the right to examine all public records except those
that fall into categories specifically exempted from
disclosure.® The creation of those documents is
publicly financed insofar as citizens have paid for
the public office, personnel, pencils, paper, and
computers to make them. Having paid for them
once, it is appropriate that the public be entitled,
as it is under the Open Records Act, to inspect the
records at no cost.1%®

By contrast, reproduction and delivery of gov-
ernment data and information present their own
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cost considerations. With regard to reproduction,
Washington State law specifically authorizes agen-
cies to impose “a reasonable charge for providing
copies of public records and the use by any per-
son of agency equipment to copy public records,
which charges shall not exceed the amount nec-
essary to reimburse the agency for actual costs of
the copying.”® With regard to delivery, current
state law requires agencies to “honor requests re-
ceived by mail,”™ but does not require them to
absorb the costs of photocopying or delivering the
information to the requester. Although most agen-
cies absorb postage costs for all but the most vo-
luminous requests, they generally do not pay the
delivery costs where a requester elects, for example,
to use courier service, overnight mail, or fax to
ensure faster delivery. Electronic access is, like a
courier service, a speedier and more convenient
form of delivery.

It appears from the context of the Open
Records Act that “actual costs” as used therein does
refer to incremental costs of processing requests
for public records. A 1991 Washington Attorney
General’s opinion stated that actual costs as used
in the Act “could include such items as the costs
of the copying machine (including maintenance);
paper and other supplies; and staff time devoted
to the copying process. The agency must be able
to justify its charges based on these and other di-
rect costs.”2 The same opinion found that records
search fees were not allowable, since they were
not “incidental to copying,” but pertained to in-
spection of public records. “[I]t would be incon-
gruous to impose search fees as ‘incidental’ to
copying, when inspection of those same records
must be free.”*3 This opinion, then, makes a clear
distinction between inspection of public records,
which is free, and obtaining copies, which is not.

Moreover, while the Open Records Act makes
clear that electronic records are public records,4
it does not mandate that government provide for

inspection in the most convenient manner regard-
less of costs. Washington State law requires only
that “[r]esponses to requests for public records shall
be made promptly by agencies.”> The Attorney
General has stated that in determining whether an
agency has responded “promptly” to a document
request — including the steps of “deleting or re-
dacting the portions of each record that the agency
determines should be withheld from disclosure” —
“courts will take into account the agency’s re-
sources, the nature of the request and the content
of the records requested.”™® Where an agency’s
resources do not allow for electronic public deliv-
ery systems, or where they do not provide for
firewalls on systems initially designed for internal
agency use, the less-costly process of manually
redacting records is legally sufficient, even though
it may be far less prompt and less convenient to
the requester. From this perspective, electronic re-
daction goes to the convenience of delivery, not
to the search and inspection of public records. Once
again, a policy which bars an agency from re-
couping funding for the necessary security com-
ponents of an information system undermines the
agencies’ ability to develop these more convenient
information systems in the first place.

Of course, where an agency uses an informa-
tion service for both internal use and public elec-
tronic access, it should separate the costs of each.
For example, if an agency has a photocopier for
internal use but uses this machine to copy a docu-
ment in responding to an open records request,
the incremental costs would only reflect the ac-
tual cost of the paper, ink and toner used for the
photocopy, and that percentage of the cost and
maintenance of the photocopier directly
apportionable to satisfying the documents request,
and not attributable to the agency as overhead for
its internal operations. However, if a government’s
internal operations do not require a public access
component, the additional costs of developing the
system to accommodate public access must also

1o yq,

1 RCW 42.17.270 (1994).

12 pyblic Records — Initiative No.
276, 1991 Op. Att'y Gen. 6, at 6
(emphasis added). Amendments
to RCW 42.17.260(8) in 1995
imposed a 15 cent per page
limit.

13 1d. at 5-6.

14 RCW 42.17.020(27) defines
“Public record” as including “any
writing containing information
relating to the conduct of
government or the performance
of any governmental or propri-
etary function prepared, owned,
used, or retained by any state or
local agency regardless of
physical form or characteris-
tics.” RCW 42.17.020(29), in
turn, defines “writing” to mean
“every... means of recording any
form of communication or
representation, including, but
not limited to, words, pictures,
sounds or symbols, or combina-
tions thereof, and all papers,
maps, magnetic or paper tapes,
photographic films and prints,
motion picture, film, and video
recordings, magnetic or
punched cards, discs, drums,
diskettes, sound recordings, and
other documents including
existing data compilations from
which information may be
obtained or translated.”

15 RCW 42.17.320 (1994).
116 1991 Op. Att'y Gen. 6, at 4.
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17 James Love, “Pricing Govern-

ment Information,” Journal of
Govt. Information 22, no. 5
(1995): 363-387. The ACLU of
Washington calls for a careful
accounting of incremental
costs, but would allow the
imposition of user fees to
cover them. “[I]f fees must be
charged, the total revenue
must be no greater than suffi-
cient to cover the incremental
costs of providing electronic or
other new forms of access.”
ACLU of Washington, Policy on
On-Line Access to Government
Information, July 17, 1993
(hereafter “ACLU Policy”) at 2.

18 For example, the costs of

making portions of an internal
legislative database available
to the public exceeded
$75,000, and requires another
$58,000 annually to cover
operating costs. Washington
State Legislative Service Cen-
ter, A Briefing on the
Legislature’s Public Access
Systems, January 1995.

19 Helberg Memo, supra at n. 18.
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be included within incremental costs. James Love
of the Washington, D.C.-based Taxpayer Assets
Project notes that where governments’ internal
needs would be met without public access services,
incremental costs of providing public access would
be explained in the equation ICP = C (P,G) - C (G),
where C (P,G) is the cost of both the internal use
(G) and public access (P), and C(G) is the cost of
internal use only.'” Under this equation, the costs
of public interfaces, firewalls, and other compo-
nents which must be added to provide public elec-
tronic access, all come within incremental costs.

Delivery can take many forms, from first-class
mail delivery of paper or electronic documents (e.g.,
on disk or cartridge) to electronic delivery over
the most costly computer-networking systems.
While there are potential public benefits that may
stem from electronic delivery of government
records, it does not follow that all electronic deliv-
ery systems need be made available to all citizens
in all cases to further either the general public in-
terest or a specific government objective. Where
particular delivery systems would primarily serve
a narrow constituency, and not the public as a
whole, a fee-recovery mechanism may be appro-
priate. Even where a system may have a broader
public demand, user fees may be appropriate so
long as they do not work to create improper barri-
ers to public access.

V. Redirecting Public Subsidies
for Commercial Access

There is no such thing as “free” electronic ac-
cess. The design, development, deployment, and
refurbishment of public electronic delivery systems
require significant investments™® which must come
from some source, whether it is a private grant,
legislative appropriation, existing agency budget
or user fee. Determining the appropriate kinds of
electronic delivery to provide requires an assess-

ment of the specific government objective, the
extent and nature of consumer demand, and the
best and most cost-efficient technology for the job.

Demand for Government Information

Beyond specific categories where widespread
public demand is readily acknowledged, there is
often little widespread public demand for particu-
lar kinds of information; what additional demand
that exists comes from narrow and specific con-
stituencies, usually commercial entities seeking
information for resale or attorneys seeking infor-
mation for litigation purposes.

In 1994, a survey by the Office of Financial
Management reported that 59 percent of state agen-
cies surveyed reported requests for data for com-
mercial purposes, while 47 percent have received
requests for litigation purposes.® In 1996, the
Work Group survey found that 85 percent of state
agencies surveyed reported requests for data for
commercial purposes, while 68 percent have re-
ceived requests for litigation purposes.

Cost recovery, then, should focus on these
regular commercial users. For example, large com-
mercial users (who are often resellers of govern-
ment information) directly invest substantial funds
to acquire, format, analyze, and distribute gov-
ernment information over broad geographic areas
to a diverse customer base. In addition, specialty
commercial resellers of public records invest in
highly targeted categories of records to format,
analyze, and provide information to a highly se-
lect customer base. These users require specialized
analysis that is generally of a commercial nature
and has a high financial value; they add value
through their understanding of the specific busi-
ness needs of the select customer base to which
they provide service. In each case the costs of elec-
tronic delivery of the raw government data has a
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high commercial value to a specific audience but
very little to the larger public.

Agencies should not be precluded from de-
veloping sustainable fee-based services for the
commercial sector where a broad public interest
that would justify public funding has not been
established. In these cases, direct fees to users are
the fairer form of recovering costs, since only those
who use a service are burdened with paying for it.
By contrast, direct public funding of electronic
delivery systems may be inappropriate, since in
many cases it would be a taxpayer subsidy to com-
mercial entities who use government information
for profit.

Availability of Legislative Funding

Public subsidies require allocations of scarce
resources. They are used most widely to support
the legislatively mandated missions of state agen-
cies. The Legislature must be increasingly deliber-
ate in choosing where to target its allocations.
Given spending restrictions placed on state gov-
ernment, subsidies to commercial access may come
at the expense of other government services.

First, to provide appropriations for electronic
access without reducing funds for other govern-
ment programs assumes an increase in total gov-
ernment funding. Where there is no growth in state
funding, appropriations for electronic delivery of
government information must be made at the ex-
pense of existing programs. Indeed, Washington
State is subject to the limits of Initiative 601, passed
by voters in 1994, which limits the amount of
money the Legislature can spend without turning
to the voters for approval. In its first 18 months, it
bans any tax increase without a public vote. After
that, it establishes a spending cap for state gov-
ernment — based on a formula which factors in
population growth and inflation — and requires a
supermajority of the Legislature (60 percent) and
voter approval to exceed the cap.??° In this envi-

ronment, agencies which seek legislative appro-
priations to provide such new services in effect
ask the government to take attention and resources
away from existing projects. Even were Washing-
ton State not subject to Initiative 601, it must be
recognized that electronic access is not a service
that has traditionally been provided by govern-
ment. Therefore it is unlikely that the Legislature
would significantly decrease funding for existing
programs to make room for the now-higher prior-
ity electronic access projects. In this environment,
electronic access services will simply not be de-
veloped or implemented.

Second, where development and deployment
of services is wholly dependent upon legislative
appropriations, there is no certainty that funding,
even if approved one year, will be sustained in the
next. Several examples are illustrative. In Hawaii,
the Legislature in 1995 terminated the Hawaii In-
teractive Network Corporation, or “Hawaii INC,” a
publicly-owned gateway and videotex service, cit-
ing high costs.’® In California, the Legislature
defunded the Info/California electronic kiosk
project, citing high costs and dissatisfaction with
content.’?2 Contrast these struggling initiatives
with the burgeoning public-private partnerships
discussed above in Kansas, Indiana, Arkansas and
Nebraska that serve multiple constituencies through
a system whereby commercial access cross-subsi-
dizes public access.

VI. Ensuring That Fees Do Not
Inhibit Public Access

The objectives of public electronic access, as
set forth by the Legislature,*?® are not incompat-
ible with direct assessment of fees on users. The
goals of government efficiency, strategic manage-
ment of government resources, and citizen access
may be best assured by a policy that recognizes
the need for agency flexibility in developing sus-

120 B_Ellis, “Washington Splits in Tax
Initiatives,” The (Portland) Or-
egonian, November 3, 1993: Al.

121y, Viotti, “Budget cuts force
Hawaii INC to close,” Honolulu
Advertiser, July 26, 1995: 1.

122 p, Bernstein, “Agencies That
Escape Cuts Despite Loud, Long
Criticism,” Sacramento Bee,
April 24, 1995: A1l

123 The Legislature found that
government information is a
strategic resource and needs to
be managed as such and that
broad public access to non-
restricted public information
and records must be guaranteed.
The legislature further finds that
reengineering government
processes along with capitalizing
in advancements made in digital
technology can build greater
efficiencies in government
service delivery. The legislature
further finds that providing
citizen electronic access to
presently available public docu-
ments will allow increased
citizen involvement in state
policies and empower citizens to
participate in state policy deci-
sion making.
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124 ACLU Policy, at 2.

125 Jane W. Nelson, “The Public’s
Records: Public Records Policy in
the Information Age,” presented
to the American Association of
Law Librarians, July 31, 1995.

126 PIAPTF Final Report, p 8.
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tainable funding mechanisms, but assures that such
mechanisms do not create undue barriers to the
public’s ability to use electronic delivery service,
either by charging fees that make the services
unaffordable to most users or by requiring that
they have expensive equipment to access them.
Rather than limit user fees outright, state policy
should set forth criteria to provide guidance to
agencies considering user fees to ensure that the
public’s interest in such services is protected.

Specifically, agency determinations of fees for
electronic access services should address three ba-
sic points: First, the establishment of fee-based elec-
tronic services must be viewed as an addition to,
and not a substitute for, free non-electronic access
to government records now provided under the
Open Records Act. Second, where fees are assessed,
fee structures should be determined with a limited
goal of achieving sustainable funding for the ser-
vice itself (including regular upgrading and refur-
bishment of public infrastructure); not of providing
an additional revenue source for unrelated agency
activities. Such a cap seeks to ensure that fee struc-
tures do not unduly preclude access to significant
numbers of users, especially non-profit organiza-
tions and individuals. Third, any electronic-access
delivery mechanism should provide some level of
free electronic access through terminals or kiosks
located in public facilities such as schools or li-
braries. A policy encompassing these points would
allow governments to develop potentially sustain-
able sources of funding for services which allow
them to recover agency costs and, at the same time,
further public goals of electronic access by subsi-
dizing and improving low-cost or no-cost access
services.

There are several ways to structure user fees
to mitigate further the concern that electronic de-
livery of government information will be unavail-
able to citizens who need it. For example, agencies
may establish graduated-fee schedules based on

the volume of use, so as to allow less-expensive
access to occasional or low-volume users. They
may also vary fees according to the time of day a
service is accessed, such as setting lower fees after
conventional working hours or on weekends.

The most common way is to establish differ-
ential pricing which imposes higher fees on high-
volume commercial customers than on others. The
American Civil Liberties Union (ACLU) of Wash-
ington recommended to the Public Access Infor-
mation Policy Task Force that fees for commercial
users cross-subsidize public access by individuals,
non-profit organizations, and schools. “Fees
charged to large volume commercial users may be
greater than the cost of providing access to those
users, as long as the surplus is used to subsidize
access to those exempted from fees.”*?* Jane
Nelson, administrator for the Washington courts
and a former Task Force member, has also noted
that “wide-scale and inexpensive public access ...
may require outlays of funds for equipment which
could be financed by charging commercial enter-
prises higher prices for ‘wholesale’ access.”?> In-
deed, such user fees for commercial entities could
go far to implement the earlier Task Force’s call
for the public to have “at least one avenue of no
cost access to the highest caliber version of any
publicly funded government information system
that serves an outside constituency, perhaps
through access to the state’s officially designated
depository libraries.”126

Reasonable and standardized user fees dedi-
cated to improving public electronic information
services would not impose undue economic bur-
dens on commercial concerns. For one thing, these
companies generally pass the fees on to their com-
mercial customers. For another, they would still
have the option of obtaining documents or elec-
tronic records through mail or in person, or, de-
pending on the fee structure, through evening or
weekend access when user fees might be lower. In
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any event, where user fees are limited to the de-
velopment, maintenance, and refurbishment costs
of public electronic services, it can also be ex-
pected that in many cases fees would decline over
time as the government recovers its development
costs.

VII. Summary

In answering the question, If public records
in electronic format are to be released for business
or commercial purposes, how should the state al-
locate and recover costs?, the Work Group finds:

« the public should not pay to inspect informa-
tion collected by government at taxpayer ex-
pense.

« financial disincentives should not be used to
restrict access to government.

. costrecovery is based on providing enhanced
access, not the ‘selling’ of public records.

. requiring agencies to provide electronic de-
livery of information at below-incremental
cost potentially retards the development of
new systems since there is no ready funding
source for the development, enhancement and
eventual refurbishment of the networked in-
frastructure that makes commercial access
possible.

« government must be deliberate in developing
a model for cost recovery that provides for
sharing risks and sharing rewards.

. government is not a passive holder of infor-
mation, but a development environment
which adds value to the information that is
ultimately of commercial interest.

« providing low- or no-cost access to commer-
cial enterprises would effectively provide a

substantial and largely invisible taxpayer sub-
sidy of those enterprises — even where most
taxpayers will not use the electronic services
and thus receive no offsetting public benefit.

public-private partnerships, where the value
added by both partners is recognized, may be
an effective means to recoup taxpayer cost
which would otherwise be provided as subsi-
dies to commercial enterprises.

beyond issues related to personally identifi-
able information, proprietary business infor-
mation provided to government as a condition
of license or reporting requirement is treated
unevenly from agency to agency. Such in-
formation may be exempt from disclosure
under statute at one agency but open to dis-
closure at another, leaving the business at a
potential competitive disadvantage.
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Testimony Before the Work Group .. "%

At its public hearings, the Work Group heard from a wide cross-section of interested parties, includ-
ing the newspaper industry, commercial information resellers, private-sector interests that rely on infor-
mation to do business, technology consultants, privacy advocates, community activists, and representatives
of state and local governments:

« Michael Killeen, Attorney, Davis Wright Tremaine

« Glenn Jacobs, Commercial Information Systems, Inc.

«  Glenn Anderson, Commercial Information Systems, Inc.
« Theodore (Ted) Hotham, R. L. Polk Company

« John Doktor, The Public Sector Marketing Group, Inc.

« Larry Berg, Lawyer, CyberArtists

« Ann Cavoukian, Assistant Privacy Commissioner, Province of Ontario, and
co-author of Who Knows: Safeguarding Your Privacy in a Networked World

« Jerry Sheehan, Legislative Director, American Civil Liberties Union of
Washington (ACLU-W)

«  Dr. Karen J. Sy, University of Washington, member of the
Public Information Access Policy Task Force.

« Mark Haselkorn, College of Engineering, University of Washington
o Emily Hill, Public Records Officer, University of Washington

« Jim Justin, Association of Washington Cities

.  Debbie Wilke, County Officials Association

« Linda Moran, Assistant Attorney General, Departments of Licensing
and Employment Security

« John Swannack, Deputy Director, Department of Licensing

« Tim Brown, Chief, Research and Data Analysis, Department of Social and
Health Services

«  Elizabeth Ward, Assistant Director, Epidemiology and Health Statistics,
Department of Health

« Todd Sander, Department of Information Services
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Appendix® . Written Submissions to the Work Group

In addition to public comment from private citizens, the Work Group received written submissions
from a number of business interests — ranging from financial institutions and law firms to retailers and
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service companies:

« James T. Serres, Commercial Information
Systems, Inc.

o Theodore D. Hotham, R.L. Polk & Company

« Ron Sailer, Automated Business
Services, Inc.

o  Tremaine Smith, Department of Revenue (in
response to Mr. Sailer’s concerns)

o Joellen R. Thompson, Credit Union
of the Pacific

« David P. Marosi, Marosi & Associates, Inc.

o Thomas L. Ray, Northwest Protective
Service, Inc.

«  Gary Gross, Northwest Protective
Service, Inc.

. Dan Reeves, Superior Tire Service
« John Henry Hingson Ill, Attorney at Law

. Harold D. Gillis, Gleaves, Swearingen,
Larson, Potter & Smith

« Rodney B. Wheeland, National Association
of Credit Management

« John A. \Velk, Fred Meyer, Inc.

« David R. Ambrose, Ambrose & Associates,
P.C.

« Jo Ann Langford, Rams Specialized Security
Service

Mark W. Hope, Waste Recovery, Inc.
Al Krueger, The Estey Corporation

Kerry P. Zeiler, Western States Association
for Investigator’'s Advocacy

Linda L. Hoyer, Hoyer & Associates
Douglas H. Cole, The Bartell Drug Company
Elaine Guard, Barrett Business Services, Inc.

Tom Koecke, Pierce County Chapter
Counseling & Collections, Inc.

Steve Boles, Les Schwab Tire Centers

Michael J. Canaan, Trident Investigative
Services, Inc.

Robert T. Mac Onie, Jr., Washington State
Section, American Congress on Surveying
& Mapping

Rowland Thompson, Allied Daily
Newspapers of Washington

Tom Koenninger, The Columbian

Beth Givens, Privacy Rights Clearinghouse,
University of San Diego.
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Compilation of State Statutes

A compilation of state statutes concerning the exemption of software as a public record, privacy and cost recovery.

Appendix C

State Software Exemption Privacy Cost Recovery
Alaska Software developed by an agency or | 44.99.300 Fair information Practices | Not to exceed the standard unit
a contractor is subject to the law creates a process for citizen to cost of duplication; if production of
statutory fee schedule. sec. challenge the accuracy of personal records for one requester in a
09.25.220. information subject to public calendar month exceeds five
disclosure. person-hours, the public agency
Agencies must notify data subject shall require the requester to pay
of: the personnel costs required during
1. law permitting information the month to complete the search
2. consequences of not providing and copying tasks.
information
3. anticipated use and disclosure of | ss 09.25.115 for electronic services
the data and products may charge actual
4. how to challenge the accuracy incremental costs and a reasonable
portion of costs of development &
maintenance of public agency
system.
ss 09.25.115(f) When offering on-
line access for fee, agency must
also provide public terminal at no
charge.
California Software developed by a state or Civil Code Sec. 1798 Fair Informa- Government ss 6256 Must provide

local agency is not a public record.
The agency may sell, lease, or

license the software for commercial
or non-commercial use. sec. 6254.9.

tion Practices Act gives citizens
right to see and correct state files
about themselves. State agencies
may disclose personal information
only in limited circumstances.

Law permits invasion-of-privacy
lawsuits against a person who
intentionally discloses personal
information that was known to
come from a state or federal agency
in violation of law.

Motor vehicle registration informa-
tion may be sold at cost, but buyer
must identify the reason for the
request.

Data is freely available to press and
an attorney, but there is a 10 day
wait for person requesting access to
another person’s motor vehicle
records.

copies of “identifiable record”

ss 6257 Covering direct costs of
duplication or a statutory fee, if
applicable.

ss 408.3 & ss 409 for “property
characteristics information,”
assessor may charge fee related to
the actual cost of developing and
providing the information.
Development costs may include
overhead, personnel, supplies,
material, office, storage, and
computer costs.

ss 408.3 & ss 409 Only applies to
counties with population over
715,000

ss 6256 Public agency has choice in
which form computer data will be
provided.
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Colorado

Software is specifically not included
in definition of public writing. sec.
24-72-202(7). Agencies may obtain
and enforce trademark or copyright
protection for any public record,
except that public access shall not
be restricted. sec. 24-72-203.

24-27-204 Individuals are permitted
to examine their own records, but
state must keep following records
confidential: medical and personnel
files, library material; address and
telephone number of public school
students.

ss 24-72-205(1) Reasonable fee not
to exceed $1.25/page unless actual
cost exceeds that.

s 24-72-205(4) If computer output
other than word processing, the fee
may be based on recovery of actual
incremental costs of providing the
electronic services and products
together with a reasonable portion
of the costs associated with build-
ing and maintaining the informa-
tion system.

Judicial decisions have cleared the
way for user fees.

Connecticut

4-190 State and local Government
are to maintain only necessary
information and provide individual
access to such information.
Agencies must keep a record of
disclosures.

Not to exceed $1.00 for the first
page and $.50/additional page.

ss 1-19a, eff. July 1, 1992, permits
special fees for computer-stored
records. Such fees may include
hourly salary, and charges for
computer time.

ss 1-19a eff. July 1, 1992, no public
agency may enter into any contract
if such contract impairs the right of
public access to records stored on a
computer system.

Florida Data processing software is included | 282.318 State departments must As prescribed by law; if not
in the definition of public record. have information security manager prescribed $.15 per one-sided copy
sec. 119.011. Any agency may copy- | to assure that security procedures up to 14”X8 1/2”; actual cost for
right its data processing software. for data processing are followed. other sides.
The agency may make revenue from ss 119.085 allows a fee to be
the software unless it is used solely charged for electronic access which
for understanding the agency’s data. includes the direct and indirect
ch. 119.083. Software obtained costs of providing user access.
under a licensing agreement and ss 119.07(b) a special service charge
which is a trade secret and “sensi- may be added for requests which
tive software” developed by an require extensive use of informa-
agency are also exempt. ch. tion technology resources.
119.07(1)(q).

Georgia The statute exempts computer $.25/page unless otherwise provided

programs or software used or
maintained in the course of
operation of a public office or
agency. sec. 50-18-72(f)(2).

by law; In addition, a reasonable
charge may be collected for search,
retrieval, and other direct
administrative costs provided no
charge is made for the first quarter
hour. Op. Atty Gen. 89-32
Information does not fall outside
Open Records Act because it is
stored by magnetic tape or diskette
Georgia Planning Act of 1989
establishes funds for database
development; joint funding with
USEPA
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Hawaii

The legislature owns all rights,
titles, and interests in all
legislatively-generated databases,
including software. sec. 21D-4.

92F Uniform Information Practices
Act permits individuals to have
access to “personal records” about
themselves. Privacy interests must
be balanced against public interest
in disclosure of medical, social
service, financial and performance
evaluation data. Individuals may
correct errors.

Office of Information Practices
within the Department of the
Attorney General enforces the law.

ss 92F-42(13) Fees may be set by
the director of information
practices for searching, reviewing,
or segregating discloseable record.
ss 92F-11(c) Unless the information
is readily retrievable by the agency
in the form in which it requested,
an agency shall not be required to
prepare a compilation or summary
of its records.

Idaho

Computer programs developed or
purchased by an agency are
generally exempt. sec. 9-340(16).
Computer programs which are trade
secrets are exempt entirely.

sec. 9-340(2).

ss 9-338(8) Unless another fee is
provided by law, a fee not to exceed
the actual cost to the agency of
copying. Actual costs do not
include any administrative or labor
cost. For a duplicate of a computer
tape, a fee may be charged not to
exceed the sum of the agency’s
direct cost and the standard cost, if
any, for selling the same informa-
tion in the form of a publication.
ss 9-340(16) Exemption from
disclosure for computer programs
does not include a compilation or
through manipulation of the orig-
inal data produced by use of the
program.

ss 39-120 Supports GIS use for
Water Resources.

Ilinois

“Administrative or technical
information associated with
automated data processing
operation” may be withheld,
including software. data. 140/7(p).

116.43.5 Most state records are
public, others may be disclosed if
the requester signs an affidavit
“that the information shall not be
made available to other persons.”
Public records law includes
language: “Nothing in this section
shall require the Secretary of State
to invade or assist in the invasion
of any person’s right to privacy.”

ss 206 Actual costs for copying
and for the use of equipment to
copy records, excluding costs of
search and review, unless otherwise
provided by statue.

ss 201 State FOIA is not intended
to be used for the furthering of a
commercial enterprise or to disrupt
the work of a public body. Nor is
the Act intended to create an
obligation to prepare any public
record which was not prepared
when the Act became effective.
Federal Surface Mining and
Reclamation Act; Il Rev. Statute Il
supports GIS for solid waste
planning.
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Indiana

An agency may withhold computer
programs, code, and other software
that are owned by the agency or

entrusted to it. sec. 5-14-3-4(b)(11).

4-1-6 Fair Information Practices Act
requires that state agencies may
determine when personal
information may be exchanged
Citizen has a right to inspect
personal information except medical
records; however, agencies define
whether personal data is confiden-
tial or public.

ss 5-14-3-8 Not to exceed $.10/
page for standard size documents
of reasonable fee for non-standard-
size. For a duplicate of a computer
tape a fee may be charged, not to
exceed the sum of the agency’s
direct cost and the standard cost, if
any, for selling the same informa-
tion in the form of a publication.
ss 36-1-3-8(6) Applicable to local
government units where user fees
are permitted but which restricts
such fees to what is reasonable and
just.

ss 1.C.2-5-19 Creates Census Data
Advisory Committee.

Kansas

Software programs for electronic
data processing are exempt. sec.
45-221.

ss 45-219(c) Not to exceed actual
cost, including cost of staff time
and computer services

ss 45-221(35) Can refuse request if
it places an unreasonable burden
on agency

ss 45-220(c)(2) Cannot use lists of
names and addresses for sales or
sell the list.

Kentucky

Software is included in the
definition of public record,
however software is defined not to
include “specific addresses of files,
passwords, access codes, user
identifications, or any other
mechanism for controlling the
security or restricting access to
public records.” sec. 61-870(3)(a).

61.870 State open records law
mandates access to any and all
records of public agencies except
records of personal nature, certain
law enforcement records and a few
other categories.

Provision is made that persons shall
have access to public records
relating to them.

ss 61.874(3) A public agency may
impose a reasonable fee for the
creation of non-standardized
services and products available
through a database or GIS.

ss 61.970 Person who requests a
copy of all or any part of a data-
base or a geographic information
system, in any form for a commer-
cial purpose must provide certified
statement on commercial purpose
of use of data and enter into a
contract with owner of the database
or GIS for a specified fee based on:
a) Cost to the agency of time,
equipment and personnel in
production of database or GIS.

b) Cost to agency for creation or
acquisition of database or GIS.

c) Value of commercial purpose for
which database or GIS is to be
used. ss 61.975 the fee for copies of
records stored on a database or a
GIS and not requested for a
commercial purpose shall not
exceed the actual costs of copying.
ss 7.510 State may charge for
electronic access to legislative
electronic information system.
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Louisiana Software is exempt when it is part ss 44-32 Reasonable
of “any automated broker interface Title 50, ss 71 Provides for a
system or any automated manifest statewide land information
systems.” sec. 44:4(13). mapping and records system.
Maine 5.1851 Bureau of Central Computer | The cost of complying
Services established to effect Also; whenever inspection of
consolidation of data processing public data cannot be accom-
equipment and to Safeguard plished without translation of
confidentiality of information files. | electronic data into some other
form the person desiring
inspection may be required to pay
the cost of translation
ss 1753-A5. Office of Geographic
Information Systems may levy
appropriate charges for use of GIS
services
ss 1756 GIS data are subject to
licensing agreements and are only
available upon payment of fees
pursuant to this chapter.
Massachusetts 66A Agency must designate Reasonable fee including the
individual responsible for personal actual expense of a search.
data systems and must enact
regulation governing outside access
and individual challenge and
correction
Each personal data system must be
registered with the secretary of
state.
Michigan Computer software is not a public ss 15.123 Fees limited to the actual

record and may be withheld. 79
Mich. Op. Att’y Gen. 5500 (1979).

mailing costs, and actual cost of
duplication including labor, the
cost of search, examination, re-
view and the deletion and separa-
tion of exempt from non-exempt
from non-exempt material[sic] ss
15.122(3)&(4) The Act does not
require a public body to make a
compilation, summary, or report,
nor to create a new public record.

[ ] 71 (I ]



In The Balance — Toward a Model for Public Stewardship of Electronic Government Records

Minnesota An agency may copyright computer | 13.01 Data Practices Act covers Reasonable and actual costs of
software, therefore making it state agencies and institutions, copying, searching and retrieving.
exempt as a trade secret. sec. 13.03. | school boards, local commissions For requests which involve the
The Minnesota Government but not townships. Defines receipt of information that has com-
Information Access council has confidential personal data not mercial value and is a substantial
issued recommendations that would | available to the individual. Each and discreet portion of a formula,
restrict the use of copyright by state | agency must designate a person to pattern, compilation, program,
and local government units, but be responsible for data banks and device, method, technique, process,
would allow some government report annually to state department | data base or system developed with a
works, including software, to be of administration. Individual must | significant expenditure of public
copyrighted. Minn. Gov't Info. be told purpose and use of funds, a reasonable fee related to the
Access Council, Report on information and has a right to actual development costs may be
Minnesota Government Use of contest personal information before | charged. ss 375.85 A county may
Copyright and Intellectual Property | action taken against them due to market self-developed computer
(1996). “Computer matching” programs. Such programs are

considered trade secrets of the
governmental entity.

Mississippi Computer software programs 25-53-55 If “confidential informa- | ss 25-61-7 Reasonably calculated to
developed by the state are not tion” is wrongfully released to a reimburse the public body but in no
subject to the act. Miss. Op. Att'y state agency, the person may case to exceed the actual cost of
Gen. (April 3, 1992). Data process- complain to the central data searching, reviewing and/or
ing software which is either a trade | processing authority and charges duplicating.
secret or is “sensitive” is not subject | may be brought against employee
to inspection, copying, or reproduc- | involved.
tion. sec 25-61-9 (6).

Missouri Records are exempt if they relate to Reasonable rate
“software codes for electronic data ss 610.026 Not exceeding the actual
processing and documentation cost of document search and dupli-
thereof.” sec. 610-021(10). cation. Fees for providing access to

records on computer facilities may
include only the cost of copies and
staff time required for making
copies.

ss 115.157 An election authority
may sell printouts of voter lists.

Nevada State owned or licensed software is ss 239.030 Such fees as may be
not a public record. 89 Nev. Op. prescribed for the services of
Att'y Gen. 1 (1989). copying.

New 7-A Information Practices Act 91-A:lV Actual cost of providing

Hampshire requires data banks Maintained by copy.

state agencies to be registered with
the state department of administra-
tion.
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New Mexico

No statutory provision regarding
software. However, NM Technet, the
private organization which provides
on-line access to public records,
often copyrights software it has
developed for an agency and then
licenses it back to the agency. Any
software which is not copyrighted
becomes public domain. Fla. Jt.
Comm. on Info. Tech'y Resources,
Agency Created Data Processing
Software as a Public Record 66
(1993).

ss 14-2-2 Custodian of records must
provide facilities for making mem-
oranda abstracts from records. No
direct provision for copies except
for veterans. No general provision
for fees. ss 15-1-9 Upon payment of
a reasonable fee, information con-
tained in an information systems
database can be disclosed in printed
form. A fee may be charged for
access or use of the database for
any private or non-public use.

ss 15-1-9C In order to obtain a
copy of a data base in computer or
printed form a person must agree to
not make unauthorized copies of
the data base and not to use the
data base for any political or
commercial purpose unless the use
is approved by the state agency.

New York

No statutory provision regarding
software.

91 “each agency maintaining a
system of records shall prepare a
notice describing each of its
systems of records,” including the
uses made of each category of
records and the disclosures of
personal information that the
agency regularly makes. The
Committee on Public Access to
Records is responsible for
registering all state agency data
banks, to take citizen complaints,
and to issue advisory opinions.
Citizens have a right to see and
correct their own files.

Upon written request for a record
reasonably described

87(b) $.25 for standard sized
records, not to exceed actual cost
for other records.

North
Carolina

“Nothing in this section requires a
public agency to disclose its
software security, including
passwords.” sec. 132-6.1(c).

ss 102-17 County projects shall be
eligible for assistance subject to
availability of funds, compliance
with administrative regulations and
conformity with one or more of the
project outlines.

North Dakota

The statute excludes trade secrets
including “computer software pro-
gram[s] and components of...
computer software program[s].” sec.
44-04-18.4. In addition, any com-
puter program or software for which
an agency obtains a copyright is
confidential. sec. 44-04-18.5.
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Ohio

1346.01 Notice stating the nature
and character of any personal
information system and name of
individual directly responsible for it
must be filed with the director of
administrative services. Agencies
maintaining theses systems must
inform persons whether the infor-
mation they are asked to provide is
legally required and must collect
only personal information necessary
and relevant to the functions of that
agency. With certain specific
exemptions, personal information
may not be disclosed without the
consent of the individual. The law
provides for accessing, challenging
and amending one’s own record

ss 149.43 Every public office must
(1) allow any person to inspect all
public records at reasonable times
during regular business hours;

(2) make copies of public records
available, at cost, and within a
reasonable amount of time; and

(3) organize its records so that they
may be accessed within a
reasonable period of time.

Oklahoma

The statute excludes trade secrets
including “computer software
program[s] and components
of...computer software program[s].
sec. 44-04-18.4. In addition, any
computer program or software for
which an agency obtains a
copyright is confidential. sec.
44-04-18.5.

74.118.17 Data Processing Planning
and Management Act provides for
storage of confidential data in
centralized data processing center to
preclude access without authoriza-
tion

ss 24A5.3 $.25/page for standard
sized documents. If the request is
solely for a commercial purpose
then a reasonable fee may be
charged. ss 24A.10B.3 If disclosure
would give an unfair advantage to
competitors, a public body may
keep confidential computer
programs or software “but not the
data.”

Oregon

“Computer programs developed for
or purchased by or for any public
body for its own use” are exempt.
sec 192.501(16). See previous
column.

Fees reasonably calculated to
reimburse the actual cost in
making the record available.

ss 192.501(16) Specifically provides
that analyses, compilations and
other manipulated forms of data
produced by the use of a computer
program are not exempt from
disclosure.

ss 192.502 Intergovernmental
group’s geographic databases or
systems are confidential and
exempt from public disclosure.

ss 190.050 Intergovernmental
groups are prohibited from
restricting access to public records
through the inclusion of such
records in a geographic database or
system.
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Texas A statute exempts from public
records requirements “the data
base,” defined as, “the machine
readable form of the material
prepared for and used in the
publication of the administrative
code.” sec. 2002.056 The Attorney
General determined that the source
code and documentation for
software is not covered by the act.

90 Texas Op. Att’'y Gen. ORD-581
(1990).

Utah Computer programs and software 63-2-103 Government Records ss 63-2-203 May charge a reason-
are exempt from the Act if Access and Management Act able fee covering the actual cost of
developed by the agency for its own | includes principles of fair informa- | duplication or compiling a record in
use. sec 63-2-103(18)(b)(viii). tion practices found in federal a form other than that in which it is
Agencies may own an intellectual privacy act. maintained. May not charge a fee
property right in any material. sec. Types of data collected by state for reviewing a record.
63-2-201(10)(a). agencies are reported annually. ss 63-2-201(5) A governmental

There are four categories of agency is not required to create a

personal information: public, record in response to a request. A

private, confidential, and protected. | record shall be provided in a partic-

Individuals have the right to contest | ular format if it can be done

the accuracy of their own data. without unreasonably interfering
with government duties and the
requester pays any additional costs
actually incurred.
ss 63-2-201(7) A governmental
entity which offers a copyrighted or
patented record for sale may con-
trol the access, duplication, and
distribution of the material.
Automated Geographic Reference
Center created.

Virginia Computer software developed by or | 2.1-377 Privacy Protection Act of ss 2.1-342.4 Reasonable charges for

for a state agency or political
subdivision may be exempted at the
record custodian’s discretion. sec.
2.1-342(B)(24).

1976 prohibits secret personal
information systems and collection
of unneeded, inappropriate,
inaccurate information.

Law provides for access and
correction.

copying, search times and computer
time, not to exceed the actual cost
to the public body in supplying
such records, except that a public
body may charge on a pro rata per
acre basis for the cost of creating
topographical maps for such maps
which encompass a contiguous area
greater than 50 acres. Computer
data must be made available at a
reasonable cost. Public bodies are
not required to create a record if it
does not already exist. Virginia
Geographic Information Network
funded.
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Washington
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Open Records Act

RCW 42.17.255 Invasion of
Privacy, when. A person’s “right to
privacy,” “right of privacy,”
“privacy,” or “personal privacy,” as
these terms are used in this chapter,
is invaded or violated only if
disclosure of information about the
person: (1) Would be highly
offensive to a reasonable person,
and (2) is not of legitimate concern
to the public. The provisions of this
chapter dealing with the right to
privacy in certain public records do
not create any right of privacy
beyond those rights that are
specified in this chapter as express
exemptions from the public’s right
to inspect, examine, or copy public
records. [1987 ¢ 403 d 2.]

Intent — 1987 ¢ 403: “The
legislature intends to restore the
law relating to the release of public
records largely to that which
existed prior to the Washington
Supreme Court decision in “In Re
Rosier,” 105 Wn.2d 606 (1986). The
intent of this legislation is to make
clear that: (1) Absent statutory
provisions to the contrary, agencies
possessing records should in
responding to requests for
disclosure not make any
distinctions in releasing or not
releasing records based upon the
identity of the person or agency
which requested the records, and
(2) agencies having public records
should rely only upon statutory
exemptions or prohibitions for
refusal to provide public records.
Further, to avoid unnecessary
confusion, “privacy” as used in
RCW 42.17.255 is intended to have
the same meaning as the definition
given that word by the Supreme
Court in “Hearst v. Hoppe,” 90
Wn2d 123,135 (1978).” [1987 ¢ 403
d1]

Violating Right of Privacy. RCW
9.73.030 Intercepting, recording or
divulging private communication —
Consent required — Exceptions.

Open Records Act

RCW 42.17.260

(7) Each agency shall establish,
maintain, and make available for
public inspection and copying a
statement of the actual per page
cost or other costs, if any, that it
charges for providing photocopies
of public records and a statement
of the factors and manner used to
determine the actual per page cost
or other costs, if any.

(a) In determining the actual per
page cost for providing photocopies
of public records, an agency may
include all costs directly incident to
copying such public records
including the actual cost of the
paper and the per page cost for use
of agency copying equipment. In
determining other actual costs for
providing photocopies of public
records, an agency may include all
costs directly incident to shopping
such public records, including the
cost of postage or delivery charges
and the cost of any container or
envelope used.

(b) In determining the actual per
page cost or other costs for
providing copies of public records,
an agency may not include staff
salaries, benefits, or other general
administrative or overhead charges,
unless those costs are directly
related to the actual cost of
copying the public records. Staff
time to copy and mail the requested
public records may be included in
an agency’s costs.

(8) An agency need not calculate
the actual per page cost or other
costs it charges for providing
photocopies of public records if to
do so would be unduly burden-
some, but in that event: The agency
may not charge in excess of fifteen
cents per page for photocopies of
public records or for the use of
agency equipment to photocopy
public records and the actual
postage or delivery charge and the
cost of any container or envelope
used to mail the public records to
the requestor.
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(1) Except as otherwise provided in
this chapter, it shall be unlawful for
any individual, partnership,
corporation, association, or the
state of Wash-ington, its agencies,
and political subdivisions to
intercept, or record any: (a) Private
communication transmitted by
telephone, telegraph, radio, or other
device between two or more
individuals between points within
or without the state by any device
electronic or otherwise designed to
record and/or transmit said
communication regardless how such
device is powered or actuated,
without first obtaining the consent
of all the participants in the com-
munication; (b) Private conversa-
tion, by any device electronic or
otherwise designed to record or
transmit such conversation regard-
less how the device is powered or
actuated without first obtaining the
consent of all the persons engaged
in the conversation.

Telecommunications RCW 80.36.400
Automatic dialing and announcing
device — Commercial Solicitation
by. (1) As used in this section: (a)
An automatic dialing and announc-
ing device is a device which auto-
matically dials telephone numbers
and plays a recorded message once
a connection is made. (b) Commer-
cial solicitation means the unsol-
icited initiation of a telephone
conversation for the purpose of
encouraging a person to purchase
property, goods, or services. (2) No
person may use an automatic dial-
ing and announcing device for
purposes of commercial solicitation.
This section applies to all commer-
cial solicitation intended to be
received by telephone customers
within the state. (3) A violation of
this section is a violation of chapter
19.86.RCW. It shall be presumed
that damages to the recipient of
commercial solicitations made
using an automatic dialing and
announcing device are five hundred
dollars. (4) Nothing in this section
shall be construed to prevent the

Public Access

41.105.280 Electronic access to
public records — costs and fees.
Funding to meet the costs of pro-
viding access, including the build-
ing of the necessary information
systems, the digitizing of informa-
tion, developing the ability to mask
nondisclosable information, and
maintenance and upgrade of infor-
mation access systems should come
primarily from state and local
appropriations, federal dollars,
grants, private funds, cooperative
ventures among governments,
nonexclusive licensing, and public/
private partnerships. Agencies
should not offer customized elec-
tronic access services as the pri-
mary way of responding to requests
or as a primary source of revenue.
Fees for staff time to respond to
requests, and other direct costs may
be included in costs of providing
customized access.

Agencies and local governments are
encouraged to pool resources and to
form cooperative ventures to pro-
vide electronic access to govern-
ment records and information. State
agencies are encouraged to seek
federal and private grants for
projects that provide increased
efficiency and improve government
delivery of information and
services. [1996 ¢ 171 d 12.]

[ ] 77 (I ]



In The Balance — Toward a Model for Public Stewardship of Electronic Government Records

[ ] 78 [ ]

Washington utilities and
transportation commission from
adopting additional rules regulating
automatic dialing and announcing
devices. [1986 ¢ 281 d 2]
Legislative finding — 1986 ¢ 281:
“The legislature finds that the use
of automatic dialing and announc-
ing devices for purposes of com-
mercial solicitation: (1) Deprives
consumers of the opportunity to
immediately question a seller about
the veracity of their claims;

(2) subjects consumers to
unwarranted invasions of their
privacy; and (3) encourages
inefficient and potentially harmful
use of the telephone network. The
legislature further finds that it is in
the public interest to prohibit the
use of automatic dialing and
announcing devices for purposes of
commercial solicitation.” [1986 ¢
281d1]

RCW 80.36.540 Telefacsimile
messages — Unsolicited transmis-
sion — Penalties

(1) As used in this section,
“telefacsimile message” means the
transmittal of electronic signals
over telephone lines for conversion
into written text. (2) No person,
corporation, partnership, or
association shall initiate the
unsolicited transmission of
telefacsimile messages promoting
goods or services for purchase by
the recipient. (3) (a) Except as
provided in (b) of this subsection,
this section shall not apply to
telefacsimile messages sent to a
recipient with whom the initiator
has had a prior contractual or
business relationship.

(b) A person shall not initiate an
unsolicited telefacsimile message
under the provisions of (a) of this
subsection if the person knew or
reasonably should have known that
the recipient is a governmental
entity. (4) Not—withstanding
subsection (3) of this section, it is
unlawful to initiate any telefacsimi-
le message to a recipient who has
previously sent a written or
telefacsimile message to the
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initiator clearly indicating that the
recipient does not want to receive
telefacsimile messages from the
initiator. (5) The unsolicited
transmission of telefacsimile
messages promoting goods or
services for purchase by the
recipient is a matter affecting the
public interest for the purpose of
applying the consumer protection
act, chapter 19.86. RCW. The
transmission of unsolicited
telefacsimile messages is not
reasonable in relation to the
development and preservation of
business. A violation of this section
is an unfair or deceptive act in
trade or commerce for the purpose
of apply-ing the consumer
protection act, chapter 19.86 RCW.
Damages to the recipient of
telefacsimile messages in violation
of this section are $500 or actual
damages, whichever is greater.
Unemployment Compensation —
Records and Information - Privacy
and Confidentiality RCW 50.13.010
Legislative intent and recognition.
This chapter is intended to reconcile
the free access to public records
granted by the open government
act and the discovery rights of
judicial and administrative systems
with the historical confidentiality of
certain records of the department of
employment security and the
individual’s right of privacy as
acknowledged by the open
government act.

The legislature recognized that
records and information held by the
department of employment security
could be misused. Therefore, this
chapter defines a right of privacy
and confidentiality as regards
individual and employing said
records maintained by the
department of employment security.
The legislature further recognizes
that there are situations where this
right of privacy and confidentiality
is outweighed by other consider-
ations. Therefore, this chapter also
defines certain exceptions to the
right of privacy and confidentiality.
[1977 ex.s. ¢ 153 d 1]
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Wisconsin

Computer programs are exempt, but
not “material produced as a product
of the program.” sec. 19.36(4).

Ch.19 Seven-person Privacy
Council appoints a privacy
advocate to present the privacy
perspective instate policy making
and to assist citizens in access to
their own files.

State agencies must register their
records and develop rules of
conduct for handling of personal
data. Individual must be notified
before adverse action is taken as
result of computer matching unless
the state or local agency finds the
information used “sufficiently
reliable.” The 1995 Wisconsin
Legislature eliminated the Privacy
Council and abolished the Privacy
Advocate position. In their place, a
more narrowly-focused Telecom-
munications Privacy Council has
been created to monitor citizen
concerns and complaints on behalf
of the state utilities and telecom-
munications commission. The
remaining functions of the Council
and Advocate have been transferred
to the Department of Administra-
tion.

ss 19.35(1) The actual, necessary
and direct cost of reproduction
may be imposed, unless a fee is
otherwise established by law.

ss 19.35(g) Right to obtain copy
does not apply to a record which
has been or will be promptly
published with copies offered for
sale or distribution.

$5 19.35(1) The act does not
require an authority to create a
new record by extracting
information from existing records
and compiling the information in
a new format.

59.88 Land record Modernization
Funding. Portion of recording fees
used to support land moderniza-
tion activities.

Compiled from:

Anneliese May. DRAFT: “Access to Electronic Public Information: A Summary of Current Trends.”

National Conference of State Legislatures (NCSL), July 1996.

Citizen Access to Local Government Infostructure: A Guide to Public Policy Makers, by Clay Wirt,
A project of State League Directors, National League of Cities and Public Technology, Inc., 1995.

Compilation of State and Federal Privacy Laws, by Robert Ellis Smith with James S. Sulanowski,

Published by Privacy Journal, 1992.

For What It’s Worth: A Guide to Valuing and Pricing Local Government Information, Public
Technology, Inc., 1996.

Statute Law Committee, 1996 Revised Code of Washington (RCW), 8 Volumes, Olympia, WA: 1996.
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Appendix D

HB 2790: Full Text & Veto Message

An Act relating to distribution of certain govern-
mental lists and information

House Bill 2790 — Full Text

AS AMENDED BY THE SENATE

Passed Legislature - 1996 Regular Session
State of Washington 54th Legislature 1996
Regular Session

By Representatives Dyer, Hymes, Scott, Wolfe,
Honeyford, D. Schmidt and B. Thomas

Read first time 01/19/96. Trade and Economic
Development.

AN ACT Relating to distribution of certain
governmental lists and information; amending
RCW 46.12.370 and 82.32.330; adding new sec-
tions to chapter 42.17 RCW; and adding a new
section to chapter 82.32 RCW.

BE IT ENACTED BY THE LEGISLATURE OF
THE STATE OF WASHINGTON:

RCW 46.12.370 and 1982 ¢ 215 s 1 are each
amended to read as follows:

In addition to any other authority which it
may have, the department of licensing may fur-
nish lists of registered and legal owners of motor
vehicles only for the purposes specified in this sec-
tion to:

(1) The manufacturers of motor vehicles, or
their authorized agents, to be used to enable those
manufacturers to carry out the provisions of the
National Traffic and Motor Vehicle Safety Act of
1966 (15 U.S.C. sec. 1382-1418), including amend-
ments or additions thereto, respecting safety-re-
lated defects in motor vehicles;

(2) Any governmental agency of the United
States or Canada, or political subdivisions thereof,
to be used by it or by its authorized commercial
agents or contractors only in connection with the
enforcement of motor vehicle or traffic laws by, or

programs related to traffic safety of, that govern-
ment agency. Only such parts of the list as are
required for completion of the work required of
the agent or contractor shall be provided to such
agent or contractor; ((or))

(3) Any business regularly making loans to
other persons to finance the purchase of motor
vehicles, to be used to assist the person requesting
the list to determine ownership of specific vehicles
for the purpose of determining whether or not to
provide such financing. In the event a list of reg-
istered and legal owners of motor vehicles is used
for any purpose other than that authorized in sub-
sections (1)((, (2) and (3))) through (4) of this sec-
tion, the manufacturer, governmental agency,
financial institution or their authorized agents or
contractors responsible for the unauthorized dis-
closure or use will be denied further access to such
information by the department of licensing; or

(4) To private companies that provide on-line
computer data base services to federal, state, and
local agencies for law enforcement or government
purposes. The department shall first obtain the
written agreement and assurances satisfactory to
the agency of any company requesting informa-
tion under this section that any list so obtained
shall not be provided to any person other than as
provided in this section.

A new section is added to chapter 42.17 RCW
to read as follows:

In addition to the provisions of RCW
42.17.260, state agencies may furnish lists that they
maintain of public information, including such lists
in computer readable form or on magnetic tape,
that they make available to other federal, state, or
local government agencies, including law enforce-
ment agencies, to private companies that provide
on-line computer data base services with data bases
consisting primarily of public records. An agency
shall first obtain the written agreement and assur-
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ances of the data base company satisfactory to
the agency that the company will supply the lists
and information so obtained only to federal, state,
or local government agencies solely for law en-
forcement or governmental purposes.

RCW 82.32.330 and 1995 ¢ 197 s 1 are each
amended to read as follows:

(1) For purposes of this section:

(a) “Disclose” means to make known to any
person in any manner whatever a return or tax
information;

(b) “Return” means a tax or information re-
turn or claim for refund required by, or provided
for or permitted under, the laws of this state which
is filed with the department of revenue by, on be-
half of, or with respect to a person, and any amend-
ment or supplement thereto, including supporting
schedules, attachments, or lists that are supple-
mental to, or part of, the return so filed;

(c) “Tax information” means (i) a taxpayer’s
identity, (ii) the nature, source, or amount of the
axpayer’s income, payments, receipts, deductions,
exemptions, credits, assets, liabilities, net worth,
tax liability deficiencies, overassessments, or tax
payments, whether taken from he taxpayer’s books
and records or any other source, (iii) whether the
taxpayer’s return was, is being, or will be exam-
ined or subject to other investigation or process-
ing, (iv) a part of a written determination that is
not designated as a precedent and disclosed pur-
suant to RCW 82.32.410, or a background file docu-
ment relating to a written determination, and (v)
other data received by, recorded by, prepared by,
furnished to, or collected by the department of
revenue with respect to the determination of the
existence, or possible existence, of liability, or the
amount thereof, of a person under the laws of this
state for a tax, penalty, interest, fine, forfeiture, or
other imposition, or offense: PROVIDED, That data,

material, or documents that do not disclose infor-
mation related to a specific or identifiable tax-
payer do not constitute tax information under this
section. Except as provided by RCW 82.32.410,
nothing in this chapter shall require any person
possessing data, material, or documents made con-
fidential and privileged by this section to delete
information from such data, material, or documents
S0 as to permit its disclosure;

(d) “State agency” means every Washington
state office, department, division, bureau, board,
commission, or other state agency;

(e) “Taxpayer identity” means the taxpayer’s
name, address, telephone number, registration
number, or any combination thereof, or any other
information disclosing the identity of the taxpayer;
and

(f) “Department” means the department of rev-
enue or its officer, agent, employee, or representa-
tive.

(2) Returns and tax information shall be con-
fidential and privileged, and except as authorized
by this section, neither the department of revenue
nor any other person may disclose any return or
tax information.

(3) The foregoing, however, shall not prohibit
the department of revenue from:

(a) Disclosing such return or tax information
in a civil or criminal judicial proceeding or an
administrative proceeding:

(i) In respect of any tax imposed under the
laws of this state if the taxpayer or its officer or
other person liable under Title 82 RCW is a party
in the proceeding; or

(ii) In which the taxpayer about whom such
return or tax information is sought and another
state agency are adverse parties in the proceed-

ing;
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(b) Disclosing, subject to such requirements
and conditions as the director shall prescribe by
rules adopted pursuant to chapter 34.05 RCW, such
return or tax information regarding a taxpayer to
such taxpayer or to such person or persons as that
taxpayer may designate in a request for, or con-
sent to, such disclosure, or to any other person, at
the taxpayer’s request, to the extent necessary to
comply with a request for information or assis-
tance made by the taxpayer to such other person:
PROVIDED, That tax information not received from
taxpayer shall not be so disclosed if the director
determines that such disclosure would compromise
any investigation or litigation by any federal, state,
or local government agency in connection with
the civil or criminal liability of the taxpayer dis-
closure would identify a confidential informant,
or that such disclosure is agreement entered into
by the department that provides for the reciprocal
exchange of information with other government
agencies which agreement requires respect to such
information unless such information is required
to be disclosed to the taxpayer by the order of any
court;

(c) Disclosing the name of a taxpayer with a
deficiency greater than five thousand dollars and
against whom a warrant under RCW 82.32.210 has
been either issued or filed and remains outstand-
ing for a period of at least ten working days. re-
quired to disclose any information under this
subsection if a taxpayer: (i) Has been issued a tax
assessment; (ii) has been issued a warrant that has
not been filed; and (iii) has entered a deferred pay-
ment arrangement with the department of revenue
and is making payments upon such deficiency that
will fully satisfy the indebtedness within twelve
months;

(d) Disclosing the name of a taxpayer with a
deficiency greater than five thousand dollars and
against whom a warrant under RCW 82.32.210 has

been filed with a court of record and remains out-
standing;

(e) Publishing statistics so classified as to pre-
vent the identification of particular returns or re-
ports or items thereof;

(f) Disclosing such return or tax information,
for official purposes only, to the governor or at-
torney general, or to any state agency, or to any
committee or legislature dealing with matters of
taxation, revenue, trade, commerce, the control
industry or the professions;

(g) Permitting the department of revenue’s
records to be audited and proper state officer, his
or her agents and employees;

(h) Disclosing any such return or tax infor-
mation to the proper officer of the internal rev-
enue service of the United States, the Canadian
government or provincial governments of Canada,
or to the proper officer of the tax department of
any state or city or town or county, for official
purposes, but only if the statutes of the United
States, Canada or its provincial governments, or
of such other state be, grants substantially similar
privileges to the proper officers of this state;

(i) Disclosing any such return or tax informa-
tion to the Department of Alcohol, Tobacco and
Firearms of the Department of the Treasury, the
Department of Defense, the United States customs
service, the coast guard of the United States, and
the United States department of transportation, or
any authorized representative thereof, for official
PUrposes;

(j) Publishing or otherwise disclosing the text
of a written determination designated by the di-
rector as a precedent pursuant to RCW 82.32.410;

(k) Disclosing, in a manner that is not associ-
ated with other tax information, the taxpayer name,
entity type, business address, mailing address, rev-
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enue tax registration numbers, standard industrial
classification code of a taxpayer, and the dates of
opening and closing of business. This subsection
shall not be construed as giving authority to the
department to give, sell, or provide access to any
list of taxpayers for any commercial purpose ex-
cept as provided in section 4 of this act; or

(I) Disclosing such return or tax information
that is also maintained by another Washington
state or local governmental agency as a public
record available for inspection and copying under
the provisions of chapter 42.17 RCW or is a docu-
ment maintained by a court of record not other-
wise prohibited from disclosure

(4) (@) The department may disclose return or
taxpayer information to a person under investi-
gation or during any court or administrative pro-
ceeding against a person under investigation as
provided in this subsection (4). The disclosure must
be in connection with, the department’s official
duties relating to an audit, collection activity, or a
civil or criminal investigation. The disclosure may
occur only when the person under investigation
and the person in possession of data, materials, or
documents are parties to the return or tax infor-
mation to be disclosed. The department may dis-
close return or tax information such as invoices,
contracts, bills, statements, resale or exemption
certificates, or checks. However, the department
may not disclose general ledgers, sales or cash
receipt journals, check registers, accounts receiv-
able/payable ledgers, general journals, financial
statements, expert’s workpapers, income tax re-
turns, state tax returns, tax return workpapers, or
other similar data, materials, or documents.

(b) Before disclosure of any tax return or tax
information under this subsection (4), the depart-
ment shall, through written correspondence, in-
form the person in possession of the data, materials,
or documents to be disclosed. The correspondence
shall clearly identify the data, materials, or docu-

ments to be disclosed. The department may not
disclose any tax return or tax information under
this subsection (4) until the time period allowed in
(c) of this subsection has expired or until the court
has ruled on any challenge brought under (c) of
this subsection.

(c) The person in possession of the data, ma-
terials, or documents to be disclosed by the de-
partment has twenty days from the receipt of the
written request required under (b) of this subsec-
tion to petition the superior court of the county in
which the petitioner resides for injunctive relief.
The court shall limit or deny the request of the
department if the court determines that:

(i) The data, materials, or documents sought
for disclosure are cumulative or duplicative, or are
obtainable from some other source that is more
convenient, less burdensome, or less expensive;

(ii) The production of the data, materials, or
documents sought would be unduly burdensome
or expensive, taking into account the needs of the
department, the amount in controversy, limitations
on the petitioner’s resources, and the importance
of the issues at stake; or

(iii) The data, materials, or documents sought
for disclosure contain trade secret information that,
if disclosed, could harm the petitioner.

(d) The department shall reimburse reason-
able expenses for the production of data, materi-
als, or documents incurred by the person in
possession of the data, materials, or documents to
be disclosed.

(e) Requesting information under (b) of this
subsection that may indicate that a taxpayer is
under investigation does not constitute a disclo-
sure of tax return or tax information under this
section.
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(5) Any person acquiring knowledge of any
return or tax information in the course of his or
her employment with the department of revenue
and any person acquiring knowledge of any re-
turn or tax information as provided under subsec-
tion (3)(), (g), (h), or (i) of this section, who discloses
any such return or tax information to another per-
son not entitled to knowledge of such return or
tax information under the provisions of this sec-
tion, shall upon conviction be punished by a fine
not exceeding one thousand dollars and, if the
person guilty of such violation is an officer or
employee of the state, such person shall forfeit such
office or employment and shall be incapable of
holding any public office or employment in this
state for a period of two years thereafter.

A new section is added to chapter 82.32 RCW
to read as follows:

The department of revenue may furnish lists
of taxpayer names, entity types, business addresses,
mailing addresses, revenue tax registration num-
bers, standard industrial classification code of tax-
payer, and the dates of opening and closing of a
business to companies that provide on-line com-
puter data base services. The on-line computer
companies shall provide the data bases consisting
primarily of public records only to other federal,
state, or local government agencies solely for law
enforcement or government purposes. Before pro-
viding a list to a company under this section, the
department shall obtain a written agreement that
any list so provided shall be used only for the pur-
poses specified in this section.

A new section is added to chapter 42.17 RCW
to read as follows:

The legislature finds that the practices cov-
ered by RCW 46.12.370(4) and sections 2 and 4 of
this act are matters vitally affecting the public in-
terest for the purpose of applying the consumer
protection act, chapter 19.86 RCW. Violations of

RCW 46.12.370(4) and sections 2 and 4 of this act
are not reasonable in relation to the development
and preservation of business. A violation of RCW
46.12.370(4) or section 2 or 4 of this act is an un-
fair or deceptive act in trade or commerce and an
unfair method of competition for the purpose of
applying the consumer protection act, chapter
19.86 RCW.

—END —

Veto Message on HB 2790

March 30, 1996

To the Honorable Speaker and Members,
The House of Representatives of the State
of Washington

Ladies and Gentlemen:
I am returning herewith, without my approval,
House Bill No. 2790 entitled:

“AN ACT Relating to distribution of certain
governmental lists and information;” House Bill
No. 2790 expands the permitted use of public
records for commercial purposes. In certain cir-
cumstances it allows the Departments of Licens-
ing and Revenue, as well as other agencies, to
release information to private companies that pro-
vide on-line computer services to government
agencies. This information would include lists in
computer readable form or on magnetic tape.

The underlying law regarding the commer-
cial use of records was established by an act of the
people when they passed Initiative 276 in 1972,
That initiative provided for access to public records
in ways that would allow citizens to hold their
government more accountable, but the use of lists
for commercial purposes was generally prohibited.
The initiative provided that “[t]his law shall not be
construed as giving authority to any agency to
give, sell or provide access to lists of individuals
requested for commercial purposes, and agencies
shall not do so unless specifically authorized or
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directed by law” (Initiative 276, Section 25 (5)).
Specific legislative authorizations for

the commercial use of lists have proliferated
since 1972, a process that House Bill No. 2790
would continue.

The issue here is not only one of privacy, but
also of the value and purpose of governmental
records. The government collects an immense
amount of information from its citizens and from
businesses. Much of the information is required
for specific purposes, but we try to limit those
purposes to the administration of programs, the
development of policies, and the collection of rev-
enues - all things that promote the common good.
As the economy becomes increasingly service-ori-
ented and as the impact of electronic information
systems becomes more pervasive, there is great
pressure placed on government to relinquish pub-
lic control over its data holdings to the benefit of
private, commercial enterprises.

In the instance of House Bill No. 2790, the
state is being asked to provide its information at
cost or for nothing. The company is then contem-
plating selling that information back to the state
for a profit. This raises serious issues that state
policy now fails to answer. Does the governmen-
tal data base have a commercial value that should
be considered an asset of the state? If it is to be
used for commercial reasons at all, should the state
share in whatever profit comes from the use of its
data?

Should the individual citizen who supplied
the data or who is the subject of the file or list
have a right to decide what commercial use should
be made of his or her records?

House Bill No. 2790 may;, by itself, promote a
useful purpose. However, when viewed in combi-
nation with the myriad of requests for access to
the public record that are being introduced into

each legislative session, this bill raises serious ques-
tions about what our policy should be regarding
the commercialization of the government’s data
holdings. Our state must develop a clear, compre-
hensive policy about this issue lest the passage of
bills like this one continue to erode away, in a
piecemeal fashion, the policy established by a vote
of the people in 1972.

In order that a comprehensive policy govern-
ing the commercial use of public records can be
developed, | will soon appoint a task force to ad-
dress this issue. Consideration also will be given
to issues associated with privacy. This task force
will consist of persons who can help advise the
executive and legislative branches about this im-
portant matter. | will ask the task force to prepare
recommendations that can be debated in the 1997
and in subsequent legislative sessions.

By raising the issue this year through the ex-
ercise of this veto and others, | am aware that |
will be asking our policy makers to undertake a
task that will bring into focus a complicated de-
bate that will reveal conflicting values about pub-
lic records, privacy, the future of technology, and
governmental accountability. However, | am de-
termined that this important debate go forward
and that important principles of government not
be determined by a process wherein the slow ac-
cumulation of exceptions to the underlying law
become so extensive that more data is available
for commercial uses than is withheld.

For these reasons, | have vetoed House Bill
No. 2790 in its entirety.

Respectfully submitted,
Mike Lowry
Governor
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HB 2604: Full Text & Veto Message

An Act relating to lists of registered and legal
owners of vehicles

House Bill 2604 — Full Text

Passed Legislature - 1996 Regular Session
State of Washington 54th Legislature 1996
Regular Session By Representatives Silver, R.
Fisher, Chopp and Tokuda

Read first time 01/15/96. Referred to Committee
on Transportation.

AN ACT Relating to lists of registered and le-
gal owners of vehicles; and amending RCW
46.12.370.

BE IT ENACTED BY THE LEGISLATURE OF
THE STATE OF WASHINGTON:

1. RCW 46.12.370 and 1982 ¢ 215 s 1 are
each amended to read as follows: In addition to
any other authority which it may have, the de-
partment of licensing may furnish lists of regis-
tered and legal owners of motor vehicles only for
the purposes specified in this section to:

(1) The manufacturers of motor vehicles, or
their authorized agents, to be used to enable those
manufacturers to carry out the provisions of the
National Traffic and Motor Vehicle Safety Act of
1966 (15 U.S.C. sec. 1382-1418), including amend-
ments or additions thereto, respecting safety-re-
lated defects in motor vehicles;

(2) Any governmental agency of the United
States or Canada, or political subdivisions thereof,
to be used by it or by its authorized commercial
agents or contractors only in connection with the
enforcement of motor vehicle or traffic laws by, or
programs related to traffic safety of, that govern-
ment agency. Only such parts of the list as are
required for completion of the work required of
the agent or contractor shall be provided to such
agent or contractor; ((or))

(3) A commercial parking company requiring
the names and addresses of registered owners to

notify them of outstanding parking violations. The
department may provide only the parts of the list
that are required for completion of the work re-
quired of the company; or

(4) Any business regularly making loans to
other persons to finance the purchase of motor
vehicles, to be used to assist the person requesting
the list to determine ownership of specific vehicles
for the purpose of determining whether or not to
provide such financing.

In the event a list of registered and legal own-
ers of motor vehicles is used for any purpose other
than that authorized in ((subsections (1), (2) and
(3) of)) this section, the manufacturer, governmental
agency, commercial parking company, financial
institution, or their authorized agents or contrac-
tors responsible for the unauthorized disclosure or
use will be denied further access to such informa-
tion by the department of licensing.

—END —

Veto Message on HB 2604

March 30, 1996

To the Honorable Speaker and Members,
The House of Representatives of the
State of Washington

Ladies and Gentlemen:

| am returning herewith, without my approval,
House Bill No. 2604 entitled:

“AN ACT Relating to lists of registered and
legal owners of vehicles;”

House Bill No. 2604 provides the operators of
commercial parking companies electronic access
to the records of the Department of Licensing so
that they may use those records to identify the
owners of automobiles who used their parking lots
without providing sufficient payment. Presently,
these companies can access these records only
through means which they argue are more expen-
sive and cumbersome.

Appendix E
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House Bill No. 2604 raises a much larger is-
sue than would appear on the surface. Our state
has not developed a clear policy about how and
why public records should be accessed for com-
mercial purposes. The underlying law regarding
the commercial use of records was established by
an act of the people when they passed Initiative
276 in 1972. That initiative provided for access to
public records in ways that would allow citizens
to hold their government more accountable, but
the use of lists for commercial purposes was gen-
erally prohibited. The initiative provided that “[t]his
law shall not be construed as giving authority to
any agency to give, sell or provide access to lists
of individuals requested for commercial purposes,
and agencies shall not do so unless specifically
authorized or directed by law” (Initiative 276, Sec-
tion 25 (5)). Specific legislative authorizations for
the commercial use of lists have proliferated since
1972, a process that House Bill No. 2604 would
continue.

The issue here is not only one of privacy, but
also of the value and purpose of governmental
records. The government collects an immense
amount of information from its citizens and from
businesses. Much of the information is required
for specific purposes related to the administration
of programs, the development of policies, and the
collection of revenues - all things that promote
the common good. As the economy becomes in-
creasingly service-oriented and as the impact of
electronic information systems becomes more per-
vasive, great pressure is placed on the govern-
ment to relinquish public control over its data
holdings to the benefit of private, commercial en-
terprises.

As state government responds to emerging
technologies, it is likely that we will have to modify
the way we control and disburse the information
we hold. However, in order to protect the privacy
of our citizens, we should change our policies with
great care and only after the broadest possible
debate.

House Bill No. 2604 may, by itself, be a policy
change with limited consequences. However, when
viewed in combination with the myriad requests
for access to public records that are being intro-
duced into each legislative session, this bill raises
serious questions about what our policy should be
regarding the commercialization of public records.
Our state must develop a clear, comprehensive
policy about this issue lest the passage of bills like
this one erode away, in a piecemeal fashion, the
policy established by the people by initiative in
1972.

In order that a comprehensive policy govern-
ing the commercial use of public records can be
developed, | will soon appoint a task force to ad-
dress this issue. Consideration also will be given
to issues associated with privacy. This task force
will consist of persons who can help advise the
executive and legislative branches about this im-
portant matter. | will ask the task force to prepare
recommendations that can be debated in the 1997
and in subsequent legislative sessions.

By raising the issue this year through the ex-
ercise of this veto and others, | am aware that |
will be asking our policy makers to undertake a
task that will bring into focus a complicated de-
bate that will reveal conflicting values about the
public record, privacy, the future of technology,
and governmental accountability. However, | am
determined that this important debate go forward
and that important principles of government not
be decided by a process wherein the slow accu-
mulation of exceptions to the underlying law be-
come so extensive that more data is available for
commercial uses than is withheld.

For these reasons, | have vetoed House Bill
No. 2604 in its entirety.

Respectfully submitted,
Mike Lowry
Governor



